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MANAGEMENT OF MASSIVE HOMELAND SE-
CURITY CONTRACTS: DEEPWATER AND
SBINET

THURSDAY, FEBRUARY 8, 2007

HOUSE OF REPRESENTATIVES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, DC.

The committee met, pursuant to notice, at 10 a.m., in room 2157,
Rayburn House Office Building, Hon. Henry A. Waxman (chairman
of the committee) presiding.

Present: Representatives Waxman, Maloney, Cummings,
Kucinich, Davis of Illinois, Tierney, Clay, Watson, Lynch, Higgins,
Yarmuth, Norton, Cooper, Hodes, Sarbanes, Davis of Virginia, Bur-
ton, Shays, Mica, Souder, Platts, Duncan, Issa, Foxx, and Sali.

Staff present: Phil Schiliro, chief of staff; Phil Barnett, staff di-
rector and chief counsel; Kristin Amerling, general counsel; Karen
Lightfoot, communications director and senior policy advisor; David
Rapallo, chief investigative counsel; John Williams, deputy chief in-
vestigative counsel; Margaret Daum, counsel; Molly Gulland, as-
sistant communications director; Anna Laitin, professional staff
member; Earley Green, chief clerk; Teresa Coufal, deputy clerk;
Caren Auchman, press assistant; Davis Hake and Sam Buffone,
staff assistants; David Marin, minority staff director; Larry
Halloran, minority deputy staff director; Jennifer Safavian, minor-
ity chief counsel for oversight and investigations; Keith Ausbrook,
minority chief counsel; Ellen Brown, minority legislative director
and senior policy counsel; John Brosnan, minority senior procure-
ment counsel; Steve Castor and Charles Phillips, minority counsels;
Edward Kidd, minority professional staff member; John Cuaderes,
minority senior investigator and policy advisor; Patrick Lyden, mi-
nority parliamentarian and member services coordinator; Brian
McNicoll, minority communications director; and Benjamin Chance,
minority clerk.

Chairman WAXMAN. The meeting of the committee will please
come to order.

For the last days, we have been examining wasteful spending in
Iraq. With today’s hearing, the committee turns its attention to
fraud, waste, and abuse inside the United States.

We are going to examine the booming industry of Federal con-
tracting by focusing on two enormous contracts awarded by the De-
partment of Homeland Security.
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The first contract is the Coast Guard’s $24 billion Deepwater
contract. The Deepwater contract was supposed to modernize the
Coast Guard’s aging fleet.

Instead, it has produced a series of lemons that have cost the
taxpayers hundreds of millions of dollars.

The second contract is the Department’s $30 billion contract with
Boeing to design and build a comprehensive border security plan.
The program, SBInet, is just getting off the ground.

Deepwater and SBInet are at completely different stages of the
procurement process, but they share something important in com-
mon: virtually every detail is being outsourced from the Govern-
ment to private contractors.

The Government is relying on private contractors to design the
programs, build them, and even conduct oversight of them. As the
Deepwater experience shows, this can be a prescription for enor-
mous fraud, waste, and abuse.

Today, the committee will release disturbing information about
the largest and most ambitious element of the Coast Guard’s Deep-
water program: the new 425-foot National Security Cutter. In
March 2005, the Deepwater Program Office asked the Navy to
evaluate the vulnerability of the ship to fatigue.

The Navy followed through and, 9 months later, provided a dam-
aging assessment of the new ship to the Deepwater Program Office.
According to the documents we have obtained, the Navy report in-
cluded a series of “bottom line” warnings—printed in red ink—that
concluded the ship would not last for its full 30-year life span.

What happened next raises many questions. The Deepwater Of-
fice transmitted an edited version of the Navy report to the Com-
mandant of the Coast Guard. The briefing slides given to the Com-
mandant were nearly identical to the slides prepared by the Navy
with one critical exception: all of the Navy’s “bottom line” conclu-
sions about the ship’s problems had been deleted. This took place
just months before the Coast Guard renewed and extended the
Deepwater contract.

My staff has prepared a memorandum that describes these
events in detail, and I ask that, by unanimous consent, it be made
part of the record.

[The information referred to follows:]
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MEMORANDUM

February 8, 2007
To: Members of the Committee on Oversight and Government Reform
Fr:  Majority Staff

Re:  Additional Information about the Deepwater Contract

In January 2007, the Committee requested information about the Coast Guard’s Integrated
Decpwater Systems contract. The Committee’s request followed a number of news reports and
government audits that have shown deficiencies in the management of the Deepwater program.

In response to the Committee’s request, the Committee has received documents that raise further
questions about the actions of Coast Guard officials and private contractors in managing and
overseeing the contract.

8 The Navy Fatigue Assessment

Beginning in 2002, technical experts within the Coast Guard began to express concerns about the
design of the National Security Cutter (NSC), the flagship of the new Deepwater fleet. In
September 2003, a Coast Guard expert wrote:

[We] have done all we can over the past fourteen months to work collaboratively with
ICGS to resolve these problems, however our input has been ignored and ICGS has been
unwilling to take the steps necessary to resolve these problems. I remain gravely
concerned that the U.S. Coast Guard will take delivery of a ship with a fatally flawed
structural design.'

! E-mail from Chief, Naval Architecture Branch, Engineering Logistics Center, to
unknown recipients in the Coast Guard’s Office of Acquisition and Deepwater program



4

To resolve these issues, the Deepwater Program Office contracted with the U.S. Navy in March
2005 to conduct a fatigue assessment of the National Security Cutter. The Deepwater Program
Office is located within the Coast Guard, but is physically situated in an office with Integrated
Coast Guard Systems, the prime contractor for the Deepwater program.” The Naval Surface
Warfare Center, Carderock, performed the examination for the Navy., The Carderock Center
describes itself as the “Navy’s experts for maritime technology.”

On December 2, 2005, the Deepwater Program Office received a briefing from the Carderock
Center regarding the technical design assessment." This briefing informed Deepwater officials
that the ship as designed did not have a fatigue life of 30 years, It included numerous sfides with
technical analyses of the stresses on various elements of the ship. While most of the text on
these slides is technical in nature, several slides include prominent warnings in red type that
summarize the Carderock findings. Three of these wamings read:

. “Bottom line ... Stresses are too high for Cat E details to last 30 yrs => problem!”

. “Bottom line ... Stresses are too high to allow D details (long’l weld) or E details (butt
weld) to last 30 yrs => problem!”

. “Bottom line ... Stresses are too high to allow E, F, or F2 details to last 30 years =>
problem!™

One week later, on December 8, 2005, the National Security Cutter Program Manager briefed the
Commandant of the Coast Guard on Carderock’s findings.® Several of the slides presented to the
Commandant were identical to the slides provided to the Program Management Office with two
notable exceptions: (1} some of the slides with technical findings were eliminated from the
presentation and (2) the prominent red wamings that provided Carderock’s “bottom line”
assessments were systematically deleted.

management (Sept. 17, 2003), as cited in Office of Inspector General, U.S. Department of
Homeland Security, Acquisition of the National Security Cutter (O1G-07023) (Jan. 2007).

? Briefing by Rear Admiral Gary Blore, Deepwater Executive Officer, U.S. Coast Guard,
to Staff, House Committee on Oversight and Government Reform (Feb. 2, 2007).

3 Naval Surface Warfare Center, Carderock Division, About Us (online at
www.dt.navy.mil/about_us/about_us.htmi).

* Naval Surface Warfare Center, Carderock Division, NSC Structural Assessment Fatigue
Progress as of 12-02-2005 (Dec. 2005) (See Appendix A).

Sid

¢ Natjonal Security Cutter Program Manager, NSC Structure Update (Dec. 8, 2005). (See
Appendix B). Information about the attendance at the briefing provided in E-mail from Office of
Inspector General, U.S. Department of Homeland Security, to Staff, House Committee on
Oversight and Government Reform (Feb. 6, 2007).
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The Committee staff has inquired why the warnings from Carderock were deleted from the
briefing materials provided to the Commandant, but has received no response.

The Carderock Center did not prepare a final report on its fatigue assessment until August 2006.
This final report confirmed that the Navy had identified “several areas of concern that have
insufficient fatigue strength to endure 30 years of operation.”” By the time the final report was
released, however, the Commandant had already made the decision to renew the Deepwater
contract.

There is also evidence that the Carderock findings may have been withheld from the
Department’s Inspector General. According to the most recent report from the Inspector
General, the 1G requested the December 2005 briefing from the Carderock Center but was given
the internal briefing provided to the Commandant instead.® The IG informed the Committee
staff that the IG had to pressure the Coast Guard to receive the original, unredacted brieﬁng,9

IL The Contract Renewal Decision

On May 19, 2006, the Coast Guard made a decision to extend the Deepwater contract for an
additional three and a half years. According to documents the Committee has received, this
decision was made just 11 days after the National Security Cutter Program Manager briefed the
Commandant about serious problems with both the ship and the performance of the contractors.

The briefing by the National Security Cutter Program Manager to the Commandant on the
structural design of the National Security Cutter occurred on May 8, 2006. The primary finding
of the briefing was that the ship was “not compliant with performance requirements.”'°

The briefing specifically discussed the “participation” of contractors responsible for building the
ship, ICGS and Northrop Grumman Ship Systems, The briefing informed the Commandant of
multiple problems the Coast Guard had encountered dealing with the contractors, including:

. “Energy focused on deflecting Government technical analysis and reinterpreting contract
requirements. Little interest displayed to partner for solutions.”

7 Naval Surface Warfare Center, Carderock Division, Structural Assessment of the US
Coast Guard National Security Cutter (Aug. 2006).

8 Office of Inspector General, U.S. Department of Homeland Security, Acquisition of the
National Security Cutter (01G-07023) (Jan. 2007).

° Briefing by Richard Skinner, Inspector General, U.S. Department of Homeland
Security, to Staff, House Committee on Oversight and Government Reform (Jan. 25, 2007).

10 Deepwater Program Office, Brief to Commandani: NSC Structure Update to G-C
(May 8, 2006), included as Appendix G of Office of Inspector General, U.S. Department of
Homeland Security, Acquisition of the National Security Cutter (01G-07023) (Jan. 2007). (See
Appendix C).
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. “No interest yet expressed to assume technical leadership and solve ... problems or
address underlying systems engineering issues.”

. “[NJo leadership initiative.”

. “Gradual back-peddling away from ... fatigue technical problems. Performed by local
subcontractor with no prior experience with structural fatigue.™

The briefing expressly advised the Commandant that he “should consider using 3rd party.”"”

This briefing and the problems it raised do not appear to have had an influence on the decision to
renew the contract. Contrary to the findings presented in the briefing to the Commandant, the
memorandum announcing the renewal decision states: “Within the factors over which it has
control, the contractor has made positive contributions to maximize operational effectiveness and
minimiﬁe total ownership cost.”’? It also notes: “Positive trends are evident in all performance
areas.”

The Committee staff has not received an explanation for the apparent discrepancy between the
findings presented to the Commandant and the renewal decision and justification,

3 Id
2 Id

B Award Term Determination for Contract HSCG23-02-C-2DW001, Base Period (May
19, 2006).

4 Jd
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Chairman WAXMAN. It is bad enough that the Coast Guard ig-
nored the warnings and decided to renew the Deepwater contract,
but we now see the Homeland Security Department making the
same mistakes on the SBInet contract. As Yogi Berra once said,
“This is like deja vu all over again.”

I am also releasing a memorandum today with new information
about the SBInet contract. My staff has been examining what steps
the Department is taking to oversee the multi-billion dollar con-
tract with Boeing to secure our borders. What we have learned is
that there seems to be no task too important to be outsourced to
private contractors.

As of December, the Department of Homeland Security had hired
a staff of 98 to oversee the new SBInet contract. That may seem
like a lot of progress until you ask who these overseers are. More
than half are private contractors. Some of these contractors even
work for companies that are business partners of Boeing, the com-
pany they are supposed to be overseeing. And from what we are
novg learning from the Department, this may be just the tip of the
iceberg.

We need to correct our mistakes, not repeat them. The Deep-
water contract is a textbook case of what not to do. Yet, Deepwater
seems to be the model for SBInet. We will explore these and relat-
ed issues this morning, and I look forward to learning more from
the testimony we will receive.
| [The prepared statement of Chairman Henry A. Waxman fol-
ows:]



8

Opening Statement
Rep. Henry A. Waxman, Chairman
Committee on Oversight and Government Reform
Hearing on Homeland Security Contracts

February 8, 2007

For the last two days, we have been examining wasteful
spending in [raq. With today’s hearing, the Committee turns its

attention to fraud, waste, and abuse inside the United States.

We are going to examine the booming industry of federal
contracting by focusing on two enormous contracts awarded by the

Department of Homeland Security.

The first contract is the Coast Guard’s $24 billion Deepwater
contract. The Deepwater contract was supposed to modernize the

Coast Guard’s aging fleet.

Instead, it has produced a series of lemons that have cost the

taxpayer hundreds of millions of dollars.
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The second contract is the Department’s $30 billion contract
with Boeing to design and build a comprehensive border security

plan.

The program, SBInet, is just getting off the ground.

Deepwater and SBInet are at completely different stages of the
procurement process, but they share something in important in
common: virtually every detail is being outsourced from the

government to private contractors.

The government is relying on private contractors to design the

programs, build them, and even conduct oversight over them.

As the Deepwater experience shows, this can be a prescription

for enormous fraud, waste, and abuse.

Today, the Committee will release disturbing information about
the largest and most ambitious element of the Coast Guard’s

Deepwater program: the new 425-foot National Security Cutter.
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In March 2005, the Deepwater Program Office asked the Navy

to evaluate the vulnerability of the new ship to fatigue.

The Navy followed through and nine months later provided a
damaging assessment of the new ship to the Deepwater Program

Office.

According to the documents we have obtained, the Navy report
included a series of “bottom line” warnings — printed in red ink —

that concluded the ship would not last for its full 30-year lifespan.

What happened next raises many questions. The Deepwater
Office transmitted an edited version of the Navy report to the

Commandant of the Coast Guard.

The briefing slides given to the Commandant were nearly
identical to the slides prepared by the Navy with one critical
exception: all of the Navy’s “bottom line” conclusions about the

ship’s problems had been deleted.

This took place just months before the Coast Guard renewed

and extended the Deepwater contract.

3
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My staff has prepared a memorandum that describes these
events in detail, and I ask that it be made a part of the hearing

record.

It’s bad enough that the Coast Guard ignored the warnings and
decided to renew the Deepwater contract. But we now see the
Homeland Security Department making the same mistakes on the

SBInet contract.

As Yogi Berra once said, “This is like deja vu all over again.”

I am also releasing a memorandum today with new information
about the SBInet contract. My staff has been examining what steps
the Department is taking to oversee the multi-billion contract with

Boeing to secure our borders.

And what we have learned is that there seems to be no task too

important to be outsourced to private contractors.
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As of December, the Department of Homeland Security had
hired a staff of 98 to oversee the new SBInet contract. That may

seem like progress until you ask who these overseers are.

More than half are private contractors. Some of these
contractors even work for companies that are business partners of
Boeing, the company they are supposed to be overseeing. And from
what we are now learning from the Department, this may be just the

tip of the iceburg.

We need to correct our mistakes, not repeat them. The
Deepwater contract is a textbook case of what not to do. Yet

Deepwater seems to be the model for SBInet.

We will explore these and related issues this morning, and I
look forward to I look forward to learning more from the testimony

we will receive.
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Chairman WAXMAN. At this time I want to recognize Mr. Davis,
the ranking member of the committee.

Mr. DAvIS OF VIRGINIA. Thank you very much, Chairman Wax-
man.

Today, we examine two critical acquisitions by the Department
of Homeland Security: the Coast Guard’s Deepwater Shipbuilding
and Aircraft Replacement Program and the SBInet, an ambitious
border security effort by the Customs and Border Patrol. Both are
vital components of the Department’s plans to meet its evolving
mission in the years ahead. Both multi-billion dollar programs
promise great operational benefits. And both pose substantial risks
to homeland security and fiscal integrity if they are not done right.

So I am pleased that the committee will examine these programs,
and I look forward to today’s testimony and future hearings on im-
proving Federal procurements. These large-scale, complete, multi-
year acquisitions are being undertaken using a lead system inte-
grator. That approach has its critics, and both programs offer im-
portant lessons on the advantages and the pitfalls of that particu-
lar contracting vehicle.

Deepwater, 4 years into a planned 25 year project, has experi-
enced well documented troubles. The Government Accountability
Office, the DHS Inspector General, and other congressional com-
mittees have found the Coast Guard’s Vanguard Fleet Replacement
Program in danger of running aground. Most recent reports sug-
gest the program is finally getting back on course. But with so
many critical sets of eyes already trained on the program, this com-
mittee’s challenge today will be to bring a fresh perspective, not
simply to rehash old complaints about the Deepwater program or
the systems integrator concept in general.

And Deepwater can serve as a cautionary tale for SBInet. Work
on the integrated border security program has just begun. The con-
tract is only 4 months old and currently within budget. But issues
regarding the adequacy of oversight mechanisms, cost controls, and
contractor performance assessments that plague Deepwater are al-
ready being raised about the program, and legitimately so. There
is a great deal at stake, and we should take every opportunity to
use our oversight, vigilant watchfulness, to keep SBInet on sched-
ule and within cost.

That having been said, we need to be just as careful to distin-
guish between faults specific to particular programs and any gen-
eral conclusions about the appropriateness or efficacy of the lead
systems integrator concept. It can be done well and there are cir-
cumstances in which it is the best method to acquire the best value
for the Government.

Deepwater may yet prove to be such a program. In the late
1990’s, under the Clinton administration, faced with the realities
of an aging fleet of ships and aircraft, the Coast Guard chose to use
a private contractor as a lead systems integrator for its most ambi-
tious acquisition program ever. They chose that method because
the Coast Guard did not have the staff, the technical expertise, or
perhaps the desire to divert substantial internal management re-
sources to a complicated acquisition. And, I might add, the diminu-
tion of the Federal staff was a concept coming out of the Clinton
administration in their reinventing government initiatives, where
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they would bring down the number of Federal employees and con-
tract out more, a conscious effort coming out of that administra-
tion.

They evaluated their options, including asking the Navy for help,
and determined none would be better than using its lead systems
integrator approach. Similar considerations were explored by DHS
and SBInet, and their conclusions, so far, seem just as sound.

In attempting to secure the homeland, we face a disbursed and
adaptable adversary. Our efforts to empower personnel, strengthen
infrastructure, and integrate complex technologies against that
threat have to be just as nimble and just as innovative. Detailed
examination of these programs and the contracting modes used to
build them will help us reach that goal.

Again, Chairman Waxman, I appreciate your holding this hear-
ing today.

[The prepared statement of Hon. Tom Davis follows:]
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Statement of Rep. Tom Davis
Ranking Member
Oversight and Government Reform Committee Hearing
“Management of Large Homeland Security Contracts:
Deepwater and SBlnet.”

February 8, 2007

Today we examine two critical acquisitions by the Department of Homeland
Security; the Coast Guard’s Deepwater shipbuilding and aircraft replacement program, and
SBlnet, an ambitious border security effort by the Customs and Border Patrol. Both are vital
components of the Department’s plans to meet its evolving mission in the years ahead. Both
multi-billion dollar programs promise great operational benefits. And both pose substantial
risks to homeland security and fiscal integrity if they’re not done right. So I’m pleased the
Committee will examine these programs and I look forward to today’s testimony and future
hearings on improving federal procurements.

These large-scale, complex, muiti~year acquisitions are being undertaken using a lead
system integrator. That approach has its critics, and both programs offer important lessons
on the advantages and pitfalls of that particular contracting vehicle. Deepwater, four years
into a planned 25-year project, has experienced well-documented troubles. The Government
Accountability Office, the DHS Inspector General and other congressional committees have
found the Coast Guard’s vanguard fleet replacement program in danger of running aground.
Most recent reports suggest the program is getting back on course. With so many critical sets
of eyes already trained on the program, this Committee’s challenge today will be to bring a
fresh perspective and not simply rehash old complaints about the Deepwater program or the
systems integrator concept in general.

And Deepwater can serve as a cautionary tale for SB/Net. Work on the integrated
border security program has just begun. The contract is only four months old and currently
within budget. But issues regarding the adequacy of oversight mechanisms, cost controls and
contractor performance assessments that plagued Deepwater ate already being raised about
this program. And legitimately so. There’s a great deal at stake and we should take every
opportunity to use our oversight — vigilant watchfulness - to keep SB/Net on schedule and
within cost.

Page I of 2
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Statement of Rep. Tom Davis
February 8, 2007
Page 2 of 2

That having been said, we need to be just as careful to distinguish between faults
specific to particular programs and any general conclusions about the appropriateness or
efficacy of the lead system integrator concept. It can be done well, and there are
circumstances in which it is the most appropriate method to acquire the best value for the
government.

Deeepwater may yet prove to be such a program. In the late 90’s, under the Clinton
administration, faced with the realities of an aging fleet of ships and aircraft, the Coast Guard
chose to use a private contractor as a lead systems integrator for its most ambitious
acquisition program ever. They chose this method because the Coast Guard did not have the
staff, the technical expertise, or perhaps the desire to divert substantial internal management
resources to a complicated acquisition. They evaluated their options, including asking the
Navy for help, and determined none would be better than using the lead systems integrator
approach. Similar considerations were explored by DHS for SBlnet and their conclusions, so
far, seem just as sound.

In attempting to secure the homeland, we face a dispersed and adaptable adversary.
Our efforts to empower personnel, strengthen infrastructure and integrate complex
technologies against that threat have to be just as nimble and innovative. Detailed
examination of these programs, and the contracting modes used to build them, will help us
reach that goal.
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Chairman WAXMAN. Thank you very much, Mr. Davis.

What I would like to do without objection is to have all Members
submit their opening statements for the record, and I will call on
Members who wish to make opening statements orally for no more
than 2 minutes.

Let me indicate that we are very fortunate to have on our com-
mittee Representative Elijjah Cummings, and that he is here with
us today. He is the chairman of the Coast Guard Subcommittee of
the Transportation and Infrastructure Committee, so I particularly
look forward to his comments and am so pleased he is participating
with us in this hearing, because this is an issue that he knows a
great deal about.

Mr. Cummings.

Mr. CuMMINGS. Thank you very much, Mr. Chairman, and I do
thank you for holding this hearing. As you know, I held a hearing
to investigate Deepwater last week in the subcommittee that I
chair, the Subcommittee on Coast Guard and Maritime Transpor-
tation.

As T said last week, the Inspector General’s report on Deepwater
is one of the most disturbing reports that I have read during my
entire 11-year tenure in the Congress of the United States. The $24
billion, 25-year program represents the most complex procurement
that the Coast Guard has ever undertaken. And yet, according to
the IG report and the findings of our committee, the Coast Guard
chose to further complicate the process by hiring private contrac-
tors to serve as the systems integrator, tasking them with both
identifying program requirements and implementing them.

The conflict of interest that arises from this scenario is obvious
to even the most casual observer. We cannot expect private con-
tractors to police themselves. Perhaps, not surprisingly, the Deep-
water procurement process has had a series of failures, and we are
still trying to figure out who is going to pay for the failures. Most
recently, the IG reported that the first two National Security Cut-
ters, designed to be the largest ships in the Coast Guard’s fleet, are
not likely to meet performance standards specified in the Deep-
water contract.

Like many of the agencies that were combined into DHS, the
Coast Guard found itself in the situation of both trying to imple-
ment new missions and, at the same time, acquire new assets to
support those changing missions, while developing the manage-
ment systems needed to control those acquisitions. The Coast
Guard’s example would suggest that some critical management
tasks simply cannot be outsourced to contractors, and I hope that
DHS and, indeed, our entire Federal Government will learn from
this example.

At this point, our top priority is to get the Deepwater procure-
ment back on the right track so that it produces reliable assets
that the Coast Guard can use to protect our Nation for years to
come. Admiral Allen, to his credit, has committed to making the
necessary changes, and those of us in the Congress will be working
with him to make sure that happens.

Again, this is a hearing about accountability, competence, and
trust, and I am looking forward to hearing from the witnesses, and
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%)Wla;mt to thank you, Mr. Chairman, for your comments. I yield
ack.

Chairman WAXMAN. Thank you very much for your comments,
Mr. Cummings.

The Chair recognizes Mr. Shays.

Mr. SHAYS. Thank you, Mr. Chairman, for having this hearing.

I am sorry, Mr. Walker, I missed your presentation yesterday at
Homeland Security.

Chairman WAXMAN. Thank you, Mr. Shays. Don’t feel obligated.
I appreciate your not feeling obligated to give an opening state-
ment, but Members do have that opportunity.

I believe Mr. Souder is next.

Mr. SOUDER. Thank you, Mr. Chairman.

As the ranking member of the Border Security and Maritime Se-
curity Subcommittee over in Homeland Security, I have some deep
concerns about some of the way this is progressing on the secure
border initiative. There are obvious concerns about how best to con-
trol our borders, and how we do this initiative accurately and
whether the costs have been correctly stated. And I have expressed
that, and I believe there needs to be accountability, but some of us
believe that this question is partly because—and hasn’t been stated
because some oppose a fence and oppose a natural secure border,
and that this is a delaying problem, not a budgeting problem.

After the Homeland Security hearing yesterday, I am deeply con-
cerned that some of this is a delaying tactic, and has nothing to
do with budgeting. It seems that our witnesses thought that the
700 miles of fence was something to be studied and debated, rather
than a specific law requiring it to be built; that the study is sup-
posed to be for the areas that aren’t fenced and for how to back
up the fence. It is not within the authority of the IG or the Comp-
troller to try to rewrite specific legislation of Congress, whether
they agree or not. Bluntly said, you have not been elected to do
this.

Now, this is often discussed in the secure border initiative about
how complex it is and how it needs to be done correctly, and we
shouldn’t waste money, and I absolutely agree that there needs to
be more accountability, as Mr. Walker said yesterday, on sub-
contracting. But the fence is a specific requirement to be built; we
already have fencing areas. And this administration should not
hide behind, nor should Congress hide behind, oh, well, we need to
study this for a long time.

The American people are getting increasingly skeptical, as we
had a debate yesterday, and I am sure we will have more today,
about how the Border Patrol agents were handled. We seem more
concerned about how to stop getting things done on securing our
border than getting our border secure. I believe we need to care-
fully study our basic border defense—how to do the north border,
how to do the south border—but not to delay building the fence and
not have secure borders in this country.

Chairman WAXMAN. Thank you very much.

Mr. Tierney.

Mr. TiERNEY. Thank you, Mr. Chairman. I am not going to make
a long statement, but the importance of the Coast Guard to my
particular district and region of the country is paramount, and we
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are all concerned, of course, about border protection. I think that
we have—you know, the serious questions that we want to hear
today is who should define the program and objectives, and who
should determine when they are met, whether or not the Coast
Guard and the Customs and Border Protection agencies really do
not have the human capacity to fulfill those obligations; and the
wisdom of allowing one single entity, a private entity to set both
the standards and design, and monitor whether or not compliance
and execution has gone the way it should.

I look forward to the answers to that. I think they will be in-
structive as to how we move forward in this area, and I want to
thank you, Mr. Chairman, for bringing this important hearing to
be today. Thank you.

Chairman WAXMAN. Thank you very much.

Mr. Sali.

Mr. SALL Yielding to the Chairman’s admonition that we not feel
obligated to make a comment, I will forego that.

Chairman WAXMAN. Thank you very much.

Mr. Duncan.

Mr. DuNcaN. Well, thank you very much, Mr. Chairman. And 1
really don’t have a formal opening statement, but I will mention
this, that an article yesterday or from yesterday’s hearing said
Homeland Security officials previously said SBInet would cost be-
tween $2 billion and $5 billion, but Skinner said it could cost as
much as $30 billion. When pressed by Rogers to provide a ballpark
estimate of the program’s cost, SBI Director Gregory Giddens
balked, “I wish I could answer that with greater clarity.”

I think we need to look very, very closely at the costs associated
here, because like so many huge Government projects, there seem
to be all sorts of cost overruns and low estimates on the front end
and then huge cost overruns on the end of it. And when you are
talking about $30 billion or more, you are talking about a huge
amount of money. So I think we need very close oversight on this
project, and I thank you for calling this hearing.

Chairman WAXMAN. Thank you very much, Mr. Duncan.

Mr. Lynch.

Mr. LyNcH. Thank you, Mr. Chairman. I will submit my remarks
for the record, but I do want to say, prior to coming to Congress,
I had an opportunity to work as an iron worker for about 20 years.
I was educated, I got my associate’s degree in welding engineering,
worked at the General Dynamics Shipyard, so I probably know just
about enough in this matter to be dangerous.

I have read all the documents, the audits, and based on the au-
dits and investigations conducted by GAO and the Inspector Gen-
eral, as well as thousands of pages of documents provided by the
Department to this committee, DHS’s oversight of Deepwater and
SBInet is severely limited by the prime negotiator contracts that
actually vest almost all of the authority over this program—the de-
sign, construction, operation, and quality control—with the private
contractors hired to do the work.

The documents indicate that the Government, DHS, has con-
tracted out the oversight of contractors to contractors. That is the
problem. And in the case of SBInet, for example, DHS’s expendi-
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ture plan identifies 60 of the 98 personnel assigned to manage the
contract program as private contractors.

The last time I saw this type of model for managing a project
was the Big Dig in Boston. This is exactly what they did; they
fused the oversight function with the engineering and construction
function. Everybody was in the same tent. Nobody was watching
out for the owner, who in this case is the U.S. taxpayer.

This is a terrible model. I see a lot of it. And generally what we
see is when this model is in place, we see just colossal failures here
and huge cost overruns.

So I am delighted that we are having this hearing, Mr. Chair-
man. I am glad you are leading the way with Mr. Davis. And we
have a lot of work to do here, but if this was the private sector,
I will tell you, there would be some people getting their papers,
their walking papers over what has gone on in these two projects.
So this is very, very serious, huge losses, and somebody has to be
held responsible.

Thank you, Mr. Chairman. I yield back.

Chairman WAXMAN. Thank you very much, Mr. Lynch.

Mr. Issa.

Mr. IssA. Thank you, Mr. Chairman. I will put the majority of
my opening statement in the record, but I want to thank the chair-
man and the ranking member for having this hearing today. I be-
lieve this hearing should, in its best case, not be about the con-
tracting mistakes alone of this 25-year program, an ambitious one
by the Coast Guard, but, rather, be a fair and impartial look at the
fundamental problems we have throughout our open and classified
procurement process today.

It is very clear that the admirals and captains sitting out here
at the end of their careers in fact could not have been properly told
as young ensigns that they were going to enter a 25-year career
and they were going to oversee a multi-billion dollar 25-year pro-
gram, and that they would come in as an ensign and go out as a
captain and they were going to own that program. That is not the
way the U.S. military works; it is not the way the Coast Guard
works; it is not even the way our non-uniform services work.

So it is very clear to me that we are going to have to have con-
tractor relationships throughout the process in which people are
hired and they are on a program for potentially decades, and that
is not going to happen with active government, and particularly not
active duty alone.

Having said that, it is also clear that we do not know how, as
a government, to share that responsibility, and that developing
what Mr. Lynch said, a way not to repeat the Big Dig mistakes,
is an obligation of this oversight committee.

So I look forward to delving further into how the relationship be-
tween the Government, the developing contractors, and the actual
building contractors needs to be done not just on this project, but
on $3 trillion economy or $3 trillion Governments broad projects.

And I would only say one last thing. This was begun under Presi-
dent Clinton’s watch. It is very clear that it will be President Chel-
sea Clinton before we will have reformed it entirely.

I yield back.

Chairman WAXMAN. Thank you, Mr. Issa.
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Mr. Cooper.

Mr. COOPER. No opening statement.

Chairman WAXMAN. Mr. Hodes.

Mr. HopES. Thank you, Mr. Chairman. I just want to make a few
comments.

The problems with the processes and relationships that we are
reviewing here highlight for me the challenge we face in how we
do Government business in this new era of homeland security. The
American people expect and deserve transparency, efficiency, cost-
effectiveness, and getting it right in these complex relationships be-
tween Government and contractors.

Ultimately, as Members of Congress, it is up to us to learn from
what are clearly glaring errors in these projects, the Deepwater
and the SBInet, and make it better as quickly as we can, because
in an age when we are facing tremendous budgetary challenges
and the enormous challenge of fiscal responsibility for the Amer-
ican people, we can’t afford to keep getting it wrong.

So as a new Member of Congress, I know I have a lot to learn,
but I want to hear what we can do to make sure that this doesn’t
happen anymore.

Thank you very much. I yield back.

Chairman WAXMAN. Thank you, Mr. Hodes.

In recognizing Mr. Mica, I want to point out that he is the rank-
ing member of the full Transportation and Infrastructure Commit-
tee, which has jurisdiction over this issue. So I am pleased that he
is with us today.

Mr. Mica.

Mr. MicA. Thank you, Chairman Waxman. I feel a little bit
like—was it last Friday was Groundhog Day—that this is Ground-
hog Day, that we are repeating this, because on January 30th we
did conduct a full oversight investigation on the same matter in the
jurisdiction of the Coast Guard Subcommittee under Transpor-
tation and Infrastructure, but I guess sometimes we have to beat
a dead horse and we have to also beat a cracked vessel hull here.
But I think the exercise is good.

I heard some of the junior Members talking, and you don’t want
this repeated, but I have to put it a little bit in context.

We are dealing with a project that started in 2002. It started
under the Department of Transportation, actually, under the juris-
diction of the Coast Guard. We changed that out, as you know, to
DHS, and DHS has assumed some of the responsibility. We have
had two admirals, Admiral Collins—he is not here, is he?

Allen, you are going to take the heat, but he has come on board
and actually put in places I think some good protections so this
won’t happen again.

I come from the private sector, and when you take a project and
you are going to move forward on it, you try to bring in the best
people. It appears they did bring in the best. Lockheed was well
known for its communications ability, Grumman for its shipbuild-
ing, probably the best in the world. But any unique development
program for new National Security Cutter and also the problem we
had with—we looked at the problem we had with eight patrol boat
cutters that will be retrofitted, and that program also went south.
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The lessons learned, that you do need good oversight of these
projects. You need some single acquisition responsibility and over-
sight, and I think that has been put in place, so I feel pretty good
about that. Comparing this project and these mistakes with the
Boeing, I guess, project and border protection is kind of comparing
apples and oranges because we were developing a different product
with these vessels, the new vessels, in any event. Most of what
Boeing is going to do is off-the-shelf systems integration, and I
think they should be successful.

But the lesson learned is really good oversight and also oversight
from Congress in some continuum. And as we move these depart-
ments and responsibilities around, there have been problems, and
Mr. Walker is great at finding what they were and enunciating
them. But we can learn from this, and I believe that we have, and
changes by Admiral Allen, now that you are here now, are being
made and I am pleased with them.

Thank you.

Chairman WAXMAN. Thank you, Mr. Mica.

Mr. Yarmuth.

Mr. YARMUTH. Thank you, Mr. Chairman. I would like to submit
prepared opening remarks for the record, but I would like to open
by saying that there is a methodology in the world, and it seems
to be adopted as doctrine, irrefutable doctrine, in many Govern-
ment circles: that the private sector is always more efficient and
effective than the Government sector. And I think what we have
seen in this particular situation is evidence to the contrary.

Having been in the private sector for quite a while, the reason
the private sector can be more efficient is that there is oversight
provided by customers and by shareholders and by the public, and
what I think we need to be aware of, and I think that these hear-
ings will help illuminate, is that if the Government is going to em-
ploy private contractors for a great percentage of its business, that
it needs to provide proper oversight, because the normal controls
of the private sector aren’t always present.

So thank you, Mr. Chairman, for holding these hearings, and I
look forward to hearing from the witnesses.

Chairman WAXMAN. Thank you, Mr. Yarmuth.

Mr. Kucinich, do you wish to make an opening statement or you
have it for the record?

Mr. KUCINICH. Actually, I would like to make a brief opening
statement.

Chairman WAXMAN. The gentleman is recognized.

Mr. KucINICH. Thank you very much.

We have seen that privatization has meant profit for a few at the
expense of the many, the many being the taxpayers of the United
States, but also at the expense of, for example, the Coast Guard.
The contractors having control and influence over Government ac-
quisition has meant that the financial interest of the contractors
are regarded.

But when you look at a program like the so-called prime integra-
tor contract, Deepwater, you have Coast Guard ships that are not
designed and constructed in a way that relates to the functional ef-
fectiveness of the Coast Guard. You see ships that have serious
cracks and other structural problems. You see structural weak-
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nesses in the new 425-foot National Security Cutter. What a great
metaphor that is, that our National Security Cutter has cracks in
it because of the ineffectiveness and of oversight by the Govern-
ment itself. And it is good that this committee is undertaking such
an oversight effort.

I thank the Chair.

Chairman WAXMAN. Thank you, Mr. Kucinich.

Ms. Watson.

Ms. WATSON. I too want to thank you, Mr. Chairman, for holding
these hearings.

Today we need to determine if the prime contractors truly under-
stand the needs of their Government clients or purposely change
these designs to fit their own preferences and products.

We also need to determine if the prime contractors played a
meaningful role or were an obstacle to direct communication and
assistance between the Government agencies and the subcontrac-
tors actually doing the work.

More importantly, we need to determine why these Government
agencies fail to do due diligence in monitoring the performance or
lack of performance of these contractors, and why they waited so
long to call in third party auditors to uncover the deficiencies.

And, last, we need to determine what impact the setbacks in
these two projects will have in our overall security programs and
whether these problems are unique or symptomatic of a larger
problem in the Department of Homeland Security.

And I hope the witnesses today will be able to give an honest as-
sessment of what went wrong with these projects and how we can
prevent similar occurrences in the future. And I also hope that my
colleagues will take a critical look at whether the concept of the
prime interrogator is a feasible and cost-effective model for the pro-
curement of large Government projects or another example of the
fox guarding the hen house.

Thank you, Mr. Chairman.

Chairman WAXMAN. Thank you, Ms. Watson.

Mr. Higgins.

Mr. HIGGINS. Thank you, Mr. Chairman. I appreciate your taking
the initiative to do this hearing, and I think it is very important
just generally with respect to the Congress’s oversight role here.
What we are finding over the last several days in many aspects,
the contracting out of various functions within agencies is not pro-
ducing cost-cutting stimulus, it is resulting in a lot of waste, which
is precluding various Government agencies from doing other re-
sponsibilities that come under their jurisdiction.

I represent an area of Buffalo, NY, where we have a shore facil-
ity that is in need of attention, but it is not being addressed be-
cause of the problems, I believe, having to do with the integrated
Deepwater systems. So my hope is that as the previous hearings
have, this hearing will shed light and promote transparency and
accountability into a system that is in desperate need of account-
ability and transparency.

Thank you, sir.

Chairman WAXMAN. Thank you, Mr. Higgins.

Mr. Sarbanes.
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Mr. SARBANES. Thank you, Mr. Chairman. And thank you for
your continued vigilance to ensure that taxpayer dollars are being
well spent when the Federal Government contracts with private
businesses. The hearings of the last 2 days have been serious ex-
aminations of our Federal procurement process, and I appreciate
your leadership.

That the Federal Government depends on private sector busi-
nesses for certain services is nothing new, but I remain concerned
that we have exceeded the limits of what can be characterized as
a healthy reliance on private contractors for the provision of Gov-
ernment services. Yesterday we heard about the role that contrac-
tors play in the conflict in Iraq. That literally hundreds of compa-
nies playing multiple roles and answering to different masters
leads to confusion in a war zone is without question. But as we
heard yesterday, it can also lead to tragedy when the lines are
blurred between combat operations and support services.

Today we are examining Department of Homeland Security con-
tracts to determine if, with the so-called integrator model, the De-
partment has relinquished too much authority by allowing contrac-
tors to not only execute a contract, but also design the scope of that
contract. Both the Deepwater Coast Guard program and the South-
ern Border Initiative are costly and serious programs. The congres-
sional district I represent includes the Baltimore Harbor and
neighbors the Curtis Bay Coast Guard Yard, so I have a particular
interest in the upgrade of the Coast Guard fleet.

I hope this hearing will help to shine light on the issues associ-
ated with the integrator model of contracting, and I hope it results
in a better understanding of what steps the Department of Home-
land Security must take to improve its management of both of
these important initiatives.

Mr. Chairman, I yield back the remainder of my time and look
forward to hearing from the panel.

Chairman WAXMAN. Thank you very much.

Mrs. Maloney.

Mrs. MALONEY. Thank you, Mr. Chairman, for continuing your
oversight of making Government really work better for the Amer-
ican people and for the values and goals of the American Govern-
ment.

What I find so incredibly frustrating, Mr. Chairman—and I will
say Mr. Walker and Mr. Skinner—is that we see the same story
over and over again. It is like a broken record. The administration
wastes billions and billions on fundamentally flawed contracting
processes and approaches, and really lacks oversight. The $8.8 bil-
lion that they lost or they could not account for that we heard ear-
lier in this week. But it reminds me of the movie of Groundhog’s
Day; we keep seeing the same problem over and over again.

So what I hope to learn from your testimony today and to hear
from you is what we in Congress can do to stop this seemingly end-
less continuing cycle of waste, fraud, and abuse, and mismanage-
ment in the Government contracting process.

I yield back the balance of my time.

Chairman WAXMAN. Thank you very much, Mrs. Maloney.

I want to now turn to our witnesses to receive testimony today.
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Oh, Mr. Clay, I didn’t see you come in. Do you wish to be recog-
nized?

Mr. CrAY. Yes, just for a short statement, Mr. Chairman.

Chairman WAXMAN. Certainly. The gentleman is recognized.

Mr. Cray. Thank you for that. And I thank Ranking Member
Davis for holding today’s hearing on the management of the Deep-
water and SBInet contracts.

It is extremely disturbing that the Coast Guard has been system-
atically rewarding Deepwater contractors whose products contain
crucial structural flaws. The Deepwater program’s goal was to re-
place an aging Coast Guard fleet with new and improved ships. In-
stead, the poor design and construction of these ships will prevent
them from carrying out their mission objective.

Giving these contractors high marks for their poor performance
and extending their contracts for substandard equipment is crimi-
nal. Someone is dropping the ball, and I look forward to hearing
testimony that explains who is being held accountable for this lax
oversight. It is my hope that today’s hearing will not only shed
light on the policy of DHS as to its procurement practices, but also
to learn if the Government is efficiently managing taxpayer dollars
by relying so heavily on private contractors.

That ends my statement, Mr. Chairman. I yield back the balance
of my time.

Chairman WAXMAN. Thank you very much.

Unless any other Members wish to be recognized for an opening
statement, we will proceed to the witnesses.

We are honored to have with us David Walker, Comptroller Gen-
eral of the United States and head of the U.S. Government Ac-
countability Office; and Richard Skinner, the Inspector General of
the U.S. Department of Homeland Security. We welcome both of
you.

It is our policy in this committee to swear in all witnesses, and
I would like to ask you to rise and hold up your right hands.

[Witnesses sworn.]

Chairman WAXMAN. Thank you very much. The record will indi-
cate that the witnesses answered in the affirmative.

Your prepared statements are going to be in the record in its en-
tirety, but what we would like to ask each of you to do is to give
us a brief summary of the testimony and to try to keep it within
5 minutes.

Mr. Walker, we are going to call on you first.

STATEMENTS OF DAVID WALKER, COMPTROLLER GENERAL,
U.S. GOVERNMENT ACCOUNTABILITY OFFICE; AND RICHARD
SKINNER, INSPECTOR GENERAL, U.S. DEPARTMENT OF
HOMELAND SECURITY

STATEMENT OF DAVID WALKER

Mr. WALKER. Thank you, Chairman Waxman, Ranking Member
Davis, other members of the committee. It is a pleasure to be be-
fore you today to discuss GAO’s reviews of the Department of
Homeland Security’s acquisition challenges in general and the U.S.
Coast Guard’s Deepwater program in particular.
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In January 2003, the GAO designated DHS’s implementation
and transformation effort as a high risk area because of the size
and complexity of the effort and the existing challenges faced by
many of the components of the 22 different entities that were
merged into the Department of Homeland Security. Although DHS
has made progress in addressing a number of these challenges,
there are major items that remain which, therefore, keeps it on our
high-risk list.

In fiscal 2006, DHS reported obligating $15.6 billion for acquisi-
tions, making it the third largest Federal department in spending
taxpayer dollars in this area. DHS is undertaking large, complex
investments as the Federal Government is increasingly relying
upon contractors for roles and missions previously performed by
Government employees. Contractors have an important role to play
in the discharge of the Government’s responsibilities, and in some
cases the use of contractors can result in improved economy, effi-
ciency, and effectiveness.

At the same time, they don’t always result in improved economy,
efficiency, and effectiveness. And there may be occasions when con-
tractors are used to provide certain services because the Govern-
ment lacks another viable and timely option. In such cases, the
Government may actually be paying more, and taking on more
risk, for such services as opposed to providing certain services by
Federal employees. Furthermore, giving more flexibility and re-
sponsibilities to contractors results in more risk to the Government
and to the taxpayers, which must be actively managed.

In this environment of increased reliance on contractors, sound
planning, effective contract execution, and ongoing oversight are
critical for success. We have previously identified the need to exam-
ine the appropriate role for contractors to be among the greatest
challenges facing the Government in the 21st century.

And, I might add, we may be talking about DHS today, we may
be talking about Deepwater today, but this is a systemic problem
which, Mr. Chairman, I would respectfully suggest may be meri-
torious of having a separate hearing just on the contracting issue
by itself.

DHS has a stated goal of integrating the acquisition function
more broadly across the Department. We have reported that this
goal has not yet been accomplished and we have identified a num-
ber of key impediments to achieving it.

From the outset, we have expressed some concerns about the risk
involved with the Coast Guard’s acquisition strategy for the Deep-
water program. In 2004, we reported that, well into the contract’s
second year, key components needed to manage the program and
to oversee the system integrator’s performance had not yet been ef-
fectively implemented. It was clear that there was a possibility of
expectation gaps between what the Coast Guard may have wanted
and what they might ultimately receive.

We also reported that, despite documented problems in schedule,
performance, cost control, and contract administration through the
first year of the Deepwater contract, the contractor had received a
rating of 87 percent, which fell in the “very good” range and re-
sulted in an award fee of $4 million of a maximum $4.6 million
being paid. The Federal Government all too frequently is subject to
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great inflation, not having adequate performance metrics, and pay-
ing award fees based upon attitude and efforts, rather than real re-
sults. That is a systemic problem and it needs to be addressed.

However, a number of actions have been taken and others re-
main to be taken in order to try to get control of the Deepwater
situation. I must say that Admiral Allen inherited a number of
problems. I would also like to say for the record that I have known
Admiral Allen for many years; I have great respect for his leader-
ship ability and I know that he is taking this issue very, very seri-
ously. And you will hear from him later.

We have ongoing work with regard to both SBInet as well as the
Deepwater program which we will be issuing in the near future.

And, in summary, let me just say we may be talking about DHS
acquisitions and Deepwater in particular today, but let me reit-
erate, this is a systemic problem throughout the entire Federal
Government. The taxpayers lose billions of dollars a year. We have
identified, Mr. Chairman and Ranking Member Davis, 15 Govern-
ment-wide systemic problems in the contracting area, and I would
respectfully request at some point in time to have the opportunity
to appear before this committee to discuss those, because I think
they merit such a hearing.

Thank you.

[The prepared statement of Mr. Walker follows:]
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it and oversight efforts. A common there in these reports is
DHS‘S struggle, from the outset, to provide adequate support to its mission
components in acquiring goods and services and to provide departmentwide
oversight of its acquisition function. DHS has a stated goal of integrating the
acquisition function more broadly across the department. GAO has reported
that this goal has not yet been accomplished and has identified key
impediments to achieving it. A management directive intended to integrate
the acquisition line of business did not provide the Chief Procurement
Officer with the enforcement authority needed in practice, and it does not

_ pertain to all component agencies. Also, the procurement organizations

within the department remained somewhat autonomous, and centralized
acquisition oversight had not been implemented, While DHS's review
process for major investments adopts some best practices, key decision-
making reviews at certain points are not required. Investments.that are not
reviewed at the appropriate points can face a range of problems—such as
redesign—resulting in significant cost increases and schedule delays.

The Coast Guard’s Deepwater program illustrates problems that can occur
when effective program management and contractor oversight are not in
place. In 2001, GAO described the Deepwater project as “risky” due to the
unique, untried acquisition strategy for a project of this magnitude within the
Coast Guard—a system-of-systerns approach with the contractor as the
integrator, In 2004, GAO reported that well into the contract’s second year,
key components needed to manage the program and oversee the system
integrator’s performance had not been effectively implemented. For
example, integrated product teams, comprised of government and
contractor employees, are the Coast Guard’s primary tool for managing the
program and overseeing the contractor. GAO found that the teams had not
been effective due to changing membership, understaffing, insufficient
training, lack of authority for decision-making, and inadequate
communication among members. GAO also reported that, despite
documented problems in schedule, performance, cost control, and contract
administration throughout the first year of the Deepwater contract, the
contractor had received arating of 87 percent, which fell in the “very good”
range and resulted in an award fee of $4.0 million. GAQ’s more recent work
found that, while the Coast Guard had taken steps to address some of the
problems, concerns remained about program management and contractor
oversight. In addition to these overall management issues, there have been
problems with the design and performance of specific Deepwater assets.

Given the size of DHS and the scope of its acquisitions, GAO is continuing to
assess the department's acquisition oversight process and procedures in
ongoing work. GAO is also currently reviewing the status of the Deepwater
program’s iraplementation and contractor oversight.
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Mr. Chairman and Members of the Committee:

Thank you for inviting me here today to discuss our reviews of the
Department of Homeland Security's (DHS) acquisition organization and
the U.S. Coast Guard’s Deepwater program. When it was established in
March 2003, DHS faced the challenge of integrating 22 separate federal
agencies and organizations with multiple missions, values, and cultures
into one cabinet-level department.' The success of this mammoth task-—
one of the biggest mergers ever to take place within the federal
government-—rests in large part on DHS’s ability to implement the
necessary management structure and processes for effectively acquiring
goods and services. A wide range of contractor-provided products,
technologies, and services are critical to the department's ability to
achieve its mission of protecting the nation from terrorism. For example,
DHS has purchased increasingly sophisticated screening equipment for air
passenger security, acquired technologies to secure the nation’s borders,
and is upgrading the Coast Guard’s offshore fleet of surface and air assets.

In January 2003, we designated DHS's implementation and transformation
as high risk because of the size and complexity of the effort and the
existing challenges faced by the components being merged into the
department.* Although DHS has made some progress transforming its
components into a fully functioning department, this transformation
remains high risk.’ DHS has yet to implement a corrective action plan that
includes a comprehensive transformation strategy, and its management
systems——including those related to acquisition-—are not yet integrated
and wholly operational. DHS’s acquisition systems will require continued
attention to help prevent waste and ensure that DHS can allocate its
resources efficiently and effectively.

In fiscal year 2006, DHS reported obligating $15.6 billion in acquisitions,
making it the third largest federal department in spending taxpayer
dollars. DHS is undertaking large, complex investments as the federal
government increasingly relies on contractors for roles and missions
previously performed by government employees. Contractors have an

! When the department was blished, 22 ies and izati were brought in;
Phim Island Animal Disease Center joined DHS afterward as the 23rd.

2 GAO, High-Risk Series: An. Update, GAO-03-119 {Washington, D.C.: January 2003).
® GAO, High-Risk Series: An Update, GAO-07-310 (Washington, D.C.: Janunary 2007).
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important role to play in the discharge of the government’s
responsibilities, and in some cases the use of contractors can result in
improved economy, efficiency, and effectiveness. At the same time, there
may be occasions when contractors are used to provide certain services
because the government lacks another viable and timely option. In such
cases, the government may actually be paying more than if such services
were provided by federal employees. In this environment of increased
reliance on contractors, sound planning and contract execution are critical
for success. We have previously identified the need to examine the
appropriate role for contractors to be among the challenges in meeting the
nation’s defense needs in the 21st century.*

My statement today will focus on the overarching challenges DHS faces in
creating an effective, integrated acquisition organization and will discuss
our prior work on one of the department’s most complex programs—the
Coast Guard's Deepwater program. I will also discuss areas where we
have related ongoing work.

This testimony is based on our work on DHS'’s acquisition organization
and the Deepwater program. That work was conducted in accordance with
generally accepted government auditing standards.

Summary

DHS faces challenges in creating an effective acquisition organization:

DHS has a stated goal of integrating the acquisition function more broadly
across the department. We have reported that this goal has not yet been
accomplished and have identified key impediments to achieving it. A
management directive intended to integrate the acquisition line of
business did not provide the Chief Procurement Officer with the
enforcement authority needed in practice, and it does not pertain to the
Coast Guard and Secret Service. Also, the procurement organizations
within the department remained somewhat autonomous, and centralized
acquisition oversight had not been implemented. While DHS's review
process for major investments adopts sore best practices, key decision-
making reviews at certain points are not required.

* GAO, 21st Century Challenges: Reezamining the Base of the Federal Governmend,
GAQ-05-32558P (Washington, D.C.: February 2006).
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The Coast Guard's Deepwater program illustrates the type of problems
that can occur when effective program management and coniractor
oversight are not in place:

From the outset, we have expressed concem about the risks involved with
the Coast Guard's acquisition strategy for the Deepwater program. In 2004,
we reported that well into the contract’s second year, key components
needed to manage the program and oversee the system integrator’s
performance had not been effectively impiemented. For example,
integrated product teams, comprised of government and contractor
employees, are the Coast Guard’s primary tool for managing the program
and overseeing the contractor. We found that the teams had not been
effective due to changing membership, understaffing, insufficient training,
lack of authority for decision-making, and inadequate communication
among members. We also reported that, despite documented problems in
schedule, performance, cost control, and contract administration
throughout the first year of the Deepwater contract, the contractor had
received a rating of 87 percent, which fell in the “very good” range and
resulted in an award fee of $4.0 million of the maximum $4.6 million.® In
2006, we reported that the Coast Guard had taken steps to address some of
the problems we identified.® However, the actions had not been adequate
to resolve continuing concemns about program managerent, and
contractor oversight. In addition to these overall management issues, there
have been problems with the design and performance of specific
Deepwater assets.

We continue to review DHS's overall acquisition organization and the
Deepwater program:

Clearly, the challenges DHS faces in establishing an effective, integrated
acquisition organization will take some time to resolve. We are continuing
to assess DHS's progress, as well as examining other aspects of its
acquisition function such as its use of performance-based acquisitions.

® We recently reported on the Department of Defense’s use of award and incentive fees.
GAO Defense ACqu’l.S‘Ll’LD‘I‘lS DOD Has Paid Billions in Award and Incentive Fees
2 af A Ot ; GAO-06-66 (Washington, D.C.: Dec. 19, 2005),

®GAQ, Coust Guard: Changes to Deepwater Appear Scund, and Program Management
Has Impraued, but Continued Monitoring Is Worranted, GAO-06-046 (Washington, D.C.:
Apr. 28, 2006).
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Similarly, we continue to review the Deepwater program as it moves into
the 5" year of the contract. We recognize that a variety of factors have
contributed to the problems we have identified. In some cases, the Coast

" Guard has taken actions to improve outcomes; in other cases it has either

not taken action or actions taken to date have not been effective. We are
currently doing work on Deepwater for the House and Senate
Appropriations Comumittees. When we complete our work in several
months, we would be happy to provide our results to this committee.

Challenges to
Creating an Integrated
Acquisition Function
at DHS

We have reported in the past on acquisition management at several
components of DHS. We have also assessed the department’s overall
acquisition management efforts. " A common theme in these reports is
DHS’s struggle, from the outset, to provide adequate procurement support
to its mission components and to provide departmentwide oversight of its
acquisition function. Of the 22 components that initially joined DHS from
other agencies, only 7 came with their own procurement, support. An
eighth office, the Office of Procurement Operations, was created anew to
provide support to a variety of DHS entities—but not until January 2004,
almost a year after the department was created. DHS has established a
goal of aligning procurement staffing levels with contract spending at its
various components by the last quarter of fiscal year 2008.

DHS has set forth a stated goal of integrating the acquisition function more
broadly across the department. However, the goal has not been
accomplished. In March 2005, we identified key factors impeding
accomplishment of the department’s objective, including limitations of a
2004 management directive and lack of departmentwide oversight of
component acquisition organizations. We also identified potential gaps in
the department’s knowledge-based approach for reviewing its major,
complex investments. On a related issue, a number of systemic
acquisition challenges we have identified at the Department of Defense
could apply equally to DHS.

" GAD, Contract Monagement: INS Contracting Weaknesses Need Attention from the
Department of Homeland Security, GAO-03-799 (Washington, D.C.: July 25, 2003);
Transportation Security Administration: High-Level A tion Needed to Strengthen
Acquisition Function, GAD-04-544 (Washington, D.C.: May 28, 2004); and Homeland
Security: Successes and Challenges in DHS's Efforts to Create an Effective Acquisition
Organization, GAO-05-179 (Washington, D.C.: Mar. 29, 2005).
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Management Directive Has
Limitations

In October 2004, the Secretary of DHS signed a management directive
entitled “Acquisition Line of Business Integration and Management,” the
department’s principal guidance for leading, governing, integrating, and
managing the acquisition function. It directs managers from each
component organization to commuit resources to training, development,
and certification of acquisition professionals. It also highlights the Chief
Procurement Officer's broad authority, including management,
administration, and oversight of departmentwide acquisition.

However, we have reported that the directive may not achieve its goal of
creating an integrated acquisition organization because it creates unclear
working relationships between the Chief Procurement Officer and heads
of DHS's principal components. For example, the Chief Procurement
Officer and the director of Immigration and Customs Enforcement share
responsibility for recruiting and selecting key acquisition officials,
preparing performance ratings for the top manager of the contracting
office, and providing appropriate resources to support procurement
initiatives. The policy leaves unclear how the responsibilities will be
implemented or what enforcement authority the Chief Procurerment
Officer has to ensure that initiatives are carried out.

Further, the directive does not apply to the Coast Guard or Secret Service,
two entities that are required by the Homeland Security Act of 2002° to be
maintained as distinct entities within DHS. According to the directive, the
Coast Guard and Secret Service are exempted by statute. We are not
aware of any explicit statutory exemption that would prevent the
application of this directive. Nothing in the docurment would reasonably
appear to threaten the status of these entities as distinct entities within the
department or otherwise impair their ability to perform statutory missions.
DHS'’s General Counsel has agreed, telling us that the applicability of the
directive is a policy, not legal, matter. Excluding certain components from
complying with managerent directives regarding the acquisition function
hampers efforts to integrate the acquisition organization. The Coast Guard,
for example, is one of the largest organizations within DHS.

® Pub. L. No. 107-296, §§ 821, 888, 116 Stat. 2135 (2002).
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Procurement
Organizations are
Somewhat Autonomous
and Lack Departmentwide
Oversight

" We have reported that DHS's principal organizations are, to a large extent,

still functioning much as they did in pre-merger days with regard to
acquisition-related functions. Embedded within the seven procurement
organizations that came to DHS were, for the most part, the same
contracting staffs that joined the department from their former agencies.”
In addition, the Chief Procurement Officer, who is held accountable for
departmentwide management and oversight of the acquisition function,
lacks the enforcement authority and has limited resources to ensure
compliance with acquisition policies and processes. As of August 2006,
according to DHS officials, only five staff were assigned to
departmentwide oversight responsibilities. The officials told us that,
because their small staff faces the competing demands of providing
departmentwide oversight and providing acquisition support for urgent
needs at the component level, they have focused their efforts on
procurement execution rather than oversight. Our prior work shows that
in a highly functioning acquisition organization, the chief procurement
officer is in a position to oversee compliance by implementing strong
oversight mechanisms.” Adequate oversight of acquisition activities across
DHS is imperative, in light of the department’s mission and the problems
that have been reported by us and inspectors general for some of the large
components within the department.

Knowledge-based
Acquisition Review
Process

Some DHS organizations have large, complex, and high-cost acquisition
programs—such as the Coast Guard’s Deepwater program—that need to
be closely managed. DHS's investment review process involves several
different levels of review, depending on the dollar threshold and risk level
of the program. Deepwater, for example, has been designated as a level 1
investment, meaning that it is subject to review at the highest levels within
the department, We reported in 2005 that DHS’s framework for reviewing
its major investments adopts several best practices from lessons learned
from leading commercial companies and successful federal programs that,
if applied consistently, could refine its ability to reduce risk to meet cost
and delivery targets.” One of these best practices is a knowledge-based
approach for managers to hold reviews at key decision»points in order to

? GAO-05-179.

w GAQ, Best Practices: Taking a Strutegic Approach Could Improve DOD’s Acquisition of
Services, GAO-02-230 (Washington, D.C.: Jan. 18, 2002).

" GAO-05-178.
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reduce risk before investing resources in the next phase of a program'’s
development. For example, DHS's investment review policy encourages
program managers to demonstrate a product’s design with critical design
reviews prior to a production decision.

However, we have found that, based on our extensive body of work on this
knowledge-based approach, additional program reviews could be
incorporated into the process as internal controls to better position DHS
to make well-informed decisions on its major, complex investments. For
exarnple, DHS does not require a review to ensure that an investment’s
design performs as expected before investing in a prototype. We also
reported that DHS review processes permitted low-rate initial production
to be well underway before a mandatory review gave the go-ahead to
proceed to production. A review prior to initiating low-rate initial
production was not mandatory; rather, it was held at the discretion of the
Investment Review Board (IRB). Our best practices work shows that
successful investments reduce risk by ensuring that high levels of
knowledge are achieved at these key points of development. We have
found that investments that were not reviewed at the appropriate points
faced problems—such as redesign—that resuited in cost increases and
schedule delays. It is not clear how the Deepwater acquisition has been
influenced by the department's investment review process: According to a
DHS official, an IRB review of the Deepwater acquisition program
baseline, scheduled for January 2007, was postponed. ;

In its Performance and Accountability Report for fiscal year 2006, DHS
stated that it has improved its process for investment reviews by providing
greater clarity on DHS policies and procedures. It acknowledges that
developing and maintaining the capability needed to achieve DHS missions
requires a robust investment program. DHS also states that its components
are now required to report on the status of major investments on a
quarterly basis and to submit information to ensure that investments are
staying within established baselines for cost, schedule, and performance.
The report says that the department will identify and introduce acquisition
best practices into the investment review process by the first quarter of
fiscal year 2008.

Systemic Acquisition
Challenges

We have identified a series of systemic acquisition challenges for complex,
developmental systems, based mostly on our reviews of Department of
Defense programs. In principle, many may apply equally to DHS as it
moves forward with its major, complex investments. Soine of these
challenges include:

Page 7. GAO-07-453T
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Program requirements are often set at unrealistic levels, then changed
frequently as recognition sets in that they cannot be achieved. As a result,
too much time passes, threats may change, and/or members of the user
and acquisition communities may simply change their minds. The
resulting program instability causes cost escalation, schedule delays,
fewer quantities, and reduced contractor accountability.

Program decisions to move into design and production are made without
adequate standards or knowledge.

Contracts, especially service contracts, often do not have measures in
place at the outset in order to control costs and facilitate accountability.
Contracts typically do not accurately reflect the complexity of projects or
appropriately allocate risk between the contractors and the taxpayers.
The acquisition workforce faces serious challenges (e.g. size, skills,
knowledge, succession planning).

Incentive and award fees are often paid based on contractor attitudes and
efforts versus positive results, such as cost, quality, and schedule.
Inadequate government oversight results in little to no accountability for
recurring and systemic problems.

Deepwater Program
Is Nustrative of
Problems Stemming
from Lack of Effective
Program Management
and Contractor
Oversight

The Deepwater program is the Coast Guard’s major effort to replace or
modernize its aircraft and vessels. It has been in development for a
number of years. Between 1998 and 2001, three industry teams competed
to identify and provide the assets needed to transform the Coast Guard. In
2001, we described the Deepwater project as “risky” due to the unique,
untried acquisition strategy for a project of this magnitude within the
Coast Guard.” Rather than using the traditional approach of replacing
classes of ships or aircraft through a series of individual acquisitions, the
Coast Guard chose to use a system-of-systems acquisition strategy that
would replace its deteriorating assets with a single, integrated package of
aircraft, vessels, and unmanned aerial vehicles, to be linked through
systems that provide C4ISR,” and supporting logistics.

 GAO, Coast Guard: Progress Being Made on Deepwater Project, but Risks Remain,
GAO-01-564 (Washington, D.C.: May 2, 2001).

¥ C41SR refers to cantrol, ication: intelligence, surveillance,
and reconnaissance.
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System Integrator Concept
and the Role of
Contractors

In June 2002, the Coast Guard awarded the Deepwater contract to
Integrated Coast Guard Systems (ICGS). ICGS—a business entity jointly
owned by Northrop Grumman and Lockheed Martin——is a system
integrator, responsible for designing, constructing, deploying, supporting,
and integrating the Deepwater assets to meet Coast Guard requirements.
The management approach of using a system integrator has been used on
other government programs that require system-of-systems integration,
such as the Army’s Future Combat System, a networked family of weapons
and other systems. This type of business arrangement gives the contractor
extensive involvement in requirements development, design, and source
selection of major system and subsystem subcontractors.

Government agencies have turned to the system integrator approach when
they believe they do not have the in-house capability to design, develop,
and manage complex acquisitions. Giving contractors more control and
influence over the government’s acquisitions in a system integrator role
creates a potential risk that program decisions and products could be
influenced by the financial intergst of the contractor (who is accountable
to its shareholders), which may not match the primary interest of the
government-maximizing its retum on taxpayer dollars. The system
integrator arrangement creates an inherent risk, as the contractor is given
more discretion to make certain program decisions. Along with this
greater discretion comes the need for more government oversight and an
even greater need to develop well-defined outcomes at the outset.

The proper role of contractors in providing services to the government is
currently the topic of some debate. Ibelieve there is a need to focus.
greater attention on what type of functions and activities should be
contracted out and which ones should not. There is also a need to review
and reconsider the current independence and conflict of interest rules
relating to contractors. Finally, there is a need to identify the factors that
prompt the government to use contractors in circurastances where the
proper choice might be the use of civil servants or military personnel.
Possible factors could include inadequate force structure, outdated or
inadequate hiring policies, classification and compensation approaches,
and inadequate numbers of full-time equivalent slots.

Performance-based
Acquisition

The Deepwater program has also been designated as a performance-based
acquisition. When buying services, federal agencies are currently required
to employ——to the maximum extent feasible—this concept, wherein
acquisitions are structured around the results to be achieved as opposed
to the manner in which the work is to be performed. That is, the

Page 9 GAOQ-07-453T
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government specifies the outcome it requires while leaving the contractor
to propose decisions about how it will achieve that outcome.
Performance-based contracts for services are required to include a
performance work statement; measurable performance standards (i.e., in
terms of quality, timeliness, quantity, etc.) and the method of assessing
contractor performance against these standards; and performance
incentives, where appropriate. If performance-based acquisitions are not
appropriately planned and structured, there is an increased risk that the
goverrurient may receive products or services that are over cost estimates,
delivered late, and of unacceptable quality.

Assessments of Deepwater
Program

In 2001, we reported that the Deepwate; project faced risks, including the
ability to control costs in the contract’s later years; ensuring that
procedures and personnel were in place for managing and overseeing the
contractor; and minimizing potential problems with developing unproven
technology.” We noted that the risks could be mitigated to varying
degrees, but not without management attention. Qur assessment of the
Deepwater program in 2004 found that the Coast Guard had not effectively
managed the program or overseen the system integrator.” We reported last
year that the Coast Guard had revised its Deepwater implementation plan
to reflect additional homeland security responsibilities as a result of the
September 11, 2001, terrorist attacks.' The revised plan increased overall
program costs from the original estimate of $17 billion to $24 billion.
Overall, the acquisition schedule was lengthened by 5 years, with the final
assets now scheduled for delivery in 2027,

Our reported concerns in 2004 and in subsequent assessments in 2005 and
2006 have centered on three main areas: program management, contractor
accountability, and cost control through competition. While we recognize
that the Coast Guard has taken steps to address our findings and
recommendations, aspects of the Deepwater program will require
continued attention, such as the risk involved in the system-of-systems
approach with the contractor acting as overall integrator. A project of this

¥ GAD-01-564.

¥GAO, Contract Management: Coast Guard’s Deepwater Program Needs Increased
Attention to Management and Contractor Oversight, GAO-04-380 (Washington, D.C.: Mar.
9, 2004;

' GAO-06-546.
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magnitude will likely continue to experience other problems as more
becomes known.

Program Management

In 2004, we reported that more than a year and a half into the Deepwater
contract, the key components needed to manage the program and oversee
the system integrator had not been effectively implemented. For example,
integrated product teams, comprised of government and contractor
employees, are the Coast Guard’s primary tool for managing the program
and overseeing the contractor. We found that the teams had not been
effective due to changing membership, understaffing, insufficient training,
lack of authority for decision making, and inadequate communication
among members.

Although some efforts have been made to improve the effectiveness of the
integrated product tears, we have found that the needed changes are not
yet sufficiently in place. In 2005, we reported that decision making was to
a large extent stove-piped, and some teams lacked adequate authority to
make decisions within their realm of responsibility.”” One source of
difficulty for some team mernbers has been the fact that each of the two
major subcontractors has used its own management systems and
processes to manage different segments of the program. We noted that
decisions on air assets were made by Lockheed Martin, while decisions
regarding surface assets were made by Northrop Grumman. This approach
can lessen the likelihood that a system-of-systems outcome will be
achieved if decisions affecting the entire program are made without the
full consultation of all parties involved. In 2006, we reported that Coast
Guard officials believed collaboration among the subcontractors to be
problematic and that ICGS wielded little influence to compel decisions
among them. For example, when dealing with proposed design changes to
assets under construction, ICGS submitted the changes as two separate
proposals from both subcontractors rather than coordinating the separate
proposals into one coherent plan. According to Coast Guard performance
monitors, this approach complicates the government review of design
changes because the two proposals often carried overlapping work items,
thereby forcing the Coast Guard to act as the system integrator in those
situations.

Y GAO, Coast Guard: Progress Being Made or. Addressing Legacy Asset Condition Issues
and Program Management, but Acquisition Challenges Remain, GAO-05-757 :
(Washington, D.C.: July 22, 2005).
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In addition, we reported in 2004 that the Coast Guard had not adequately
communicated to its operational personnel decisions on how new and old
assets would be integrated and how maintenance responsibilities would be
divided between government and contractor personnel. We also found that
the Coast Guard had not adequately staffed its program management
function. Despite some actions taken to more fully staff the Deepwater
program, we reported that in January 2005 shortfalls remained. While 244
positions were assigned to the program, only 206 were filled, resulting in a
16 percent vacancy rate.

Contractor Accountability

In 2004, we found that the Coast Guard had not developed quantifiable
metrics to hold the system integrator accountable for its ongoing
performance and that the process by which the Coast Guard assessed
performance after the first year of the contract lacked rigor. For example,
the first annual award fee determination was based largely on
unsupported calculations. Despite docurmnented problems in schedule,
performance, cost control, and contract administration throughout the
first year, the program executive officer awarded the contractor an overall
rating of 87 percent, which fell in the “very good” range. This rating
resulted in an award fee of $4.0 million of the maximum of $4.6 million.

We also reported in 2004 that the Coast Guard had not begun to measure
the system integrator’s performance on the three overarching goals of the
Deepwater program-—maximizing operational effectiveness, minimizing
total ownership costs, and satisfying the customers. Coast Guard officials
told us that metrics for measuring these objectives had not been finalized;
therefore they could not accurately assess the contractor's performance
against the goals. However, at the time, the Coast Guard had no time frame
in which to accomplish this measurement.

Cost Control through
Competition

In 2004, we reported that, although competition among subcontractors
was a key vehicle for controlling costs, the Coast Guard had neither
measured the extent of competition among the suppliers of Deepwater
assets nor held the system integrator accountable for taking steps to
achieve competition.” As the two major subcontractors to 1CGS, Lockheed
Martin and Northrop Grumman have sole responsibility for determining
whether to provide the Deepwater assets themselves or to hold

¥ GAO-04-380.
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competitions—decisions commonly referred to as “make or buy.” We
noted that the Coast Guard’s hands-off approach to make-or-buy decisions
and its failure to assess the extent of competition raised questions about
whether the government would be able to control Deepwater program
costs. .

Failure to contro} costs can result in waste of taxpayer dollars. Along with
my several colleagues in the accountability community, I have developed a
definition of waste. As we see it, waste involves the taxpayers in the
aggregate not receiving reasonable value for money in connection with
any government funded activities due to an inappropriate act or omission
by players with control over or access to government resources (e.g.,
executive, judicial or legislative branch employees, contractors, grantees
or other recipients). Importantly, waste involves a transgression that is
less than fraud and abuse and most waste does not involve a violation of
law. Rather, waste relates primarily to mismanagement, inappropriate
actions, or inadequate oversight.

Status of
Recommendations

We made 11 recommendations in 2004 in the areas of management and
oversight, contractor accountability, and cost control through
competition. In April 2006, we reported that the Coast Guard had
implemented five of them. Actions had been taken to

revise the Deepwater human capital plan;

develop measurable award fee criteria;

implement a more rigorous method of obtaining input from Coast Guard
monitors on the contractor’s performance;

include in the contractor’s performance measures actions taken to

improve the integrated product teams’ effectiveness; and

require the contractor to notify the Coast Guard of subcontracts over $10
million that were awarded to the two major subcontractors.'

The Coast Guard had begun to address five other recommendations by

injtiating actions to establish charters and trainjng for integrated product
teams;

¥ Our 2004 recommendation was to use a $5 million threshold because Lockheed Martin,
one of the majox subcontractors, uses that amount as the threshold for considering its
suppliers major. The Coast Guard decided to use the $10 million threshoid based on the
criteria in the make-or-buy program provisions of the Federal Acquisition Regulation.
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improving communications with field personnel regarding the transition to
Deepwater assets;

devising a time frame for measuring the contractor’s progress toward
improving operational effectiveness;

establishing criteria to determine when to adjust the project baseline; and
developing a plan to hold the contractor accountable for ensuring
adequate competition among suppliers.

We determined that, based on our work, these recommendations had not
been fully implemented.

The Coast Guard disagreed with and declined to implement one of our
recommendations, to establish a baseline to determine whether the
system-of-systems acquisition approach is costing the government more
than the traditional asset replacement approach., While we stand behind
our original recommendation, the Coast Guard maintains that the cost to
implement this recornmendation would be excessive.

Performance and Design
Problems :

In addition to overall management issues discussed above, there have
been problems with the design and performance of specific Deepwater
assets. For example, in February 2006, the Coast Guard suspended design
work on the Fast Response Cutter (FRC) due to design risks such as
excessive weight and horsepower requirements.” The FRC was intended
as a long-term replacement for the legacy 110-foot patrol boats. Coast
Guard engineers raised concemns about the viability of the FRC design
(which involved building the FRC’s hull, decks, and bulkheads out of
composite materials rather than steel) beginning in January 2005. In
February 2006, the Coast Guard suspended FRC design work after an
independent design review by third-party consultants demonstrated,
among other things, that the FRC would be far heavier and less efficient
than a typical patrol boat of similar length, in part, because it would need
four engines to meet Coast Guard speed requirements.

In moving forward with the FRC acquisition, the Coast Guard will end up
with two classes of FRCs. The first class of FRCs to be built would be
based on an adapted design from a patrol boat already on the market to
expedite delivery. The Coast Guard would then pursue development of 2

®GAO, Coast Guard: Status of Deepwater Fast Response Cutter Design Efforts, GAO-06-
764 (Washington, D.C.: June 23, 2008).
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follow-on class that would be completely redesigned to address the
problems in the original FRC design plans. Coast Guard officials now
estimate that the first FRC delivery will slip to fiscal year 2009, at the
earliest, rather than 2007 as outlined in the 2005 Revised Deepwater
Implementation Plan.

In addition to problems with the FRC design, problems have also been
discovered with the long-term structural integrity of the National Security
Cutter’s (NSC) design, which could pose operational and financial impacts
to the Coast Guard. The Commandant of the Coast Guard recently stated
that internal reviews by Coast Guard engineers, as well as by independent
analysts have concluded that the NSC as designed will need structural
reinforcement to meet its expected 30-year service life. In addition, a
recent report by the DHS Inspector General indicated that the NSC design
will not achieve a 30-year service life based on an operating profile of 230
days underway per year in General Atlantic and North Pacific sea
conditions and added that Coast Guard technical experts believe the
NSC’s design deficiencies will lead to increased maintenance costs and
reduced service life.”

In an effort to address the structural deficiencies of the NSC, the
Commandant has stated that the Coast Guard is taking a two-pronged
approach. First, the Coast Guard is working with the contractors to
enhance the structural integrity of hulls three through eight that have not
yet been constructed. Second, after determining that the NSC's structural
deficiencies are not related to the safe operation of the vessel in the near
term, the Coast Guard has decided to address the deficiencies of hulls one
and two as part of depot-level maintenance, planned for several years after
they are delivered. The Commandant stated that he decided to delay the
repairs to the first two NSC hulls in an effort to prevent further cost
increases or delays in construction and delivery.

Further, the Deepwater program’s conversion of the legacy 110-foot patrol
boats to 123-foot patrol boats has also encountered performance
problems. The Coast Guard had originally intended to convert all 49 of its
110-foot patrol boats inio 123-foot patrol boats in order to increase the
patrol boats’ annual operational hours. This conversion program was also
intended to add additional capability to the patrol boats, such as enhanced

@ Department of Homeland Security, Office of Inspector General, Acquisition of the
Nutional Security Cutter, U.S. Coast Guard, OIG-07-23 (Washington, D.C.: Jan, 23, 2007).
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and improved C4ISR capabilities, as well as stern launch and recovery
capability for a small boat. However, the converted 123-foot patrol boats
began to display deck cracking and hull buckling and developed shaft
alignment problems, and the Coast Guard elected to stop the conversion
process at eight hulls upon determining that the converted patrol boats
would not meet their expanded post-9/11 operational requirements.

Problems Have
Operational Consequences

The design and performance problems illustrated above have clear
operational consequences for the Coast Guard. In the case of the 123-foot
patrol boats, the hull performance problems cited above led the Coast
Guard to suspend all normal operations of the eight converted normal 123-
foot patrol boats effective November 30, 2006. The Commandant of the
Coast Guard has stated that having reliable, safe cutters is “paramount” to
executing its missions, such as search and rescue and migrant
interdiction.” The Coast Guard is exploring options to address operational
gaps resulting from the suspension of the 123-foot patrol boat operations.

In regard to the suspension of FRC design work, as of our June 2006
report, Coast Guard officials had not yet determined how changes in the
design and delivery date for the FRC would affect the operations of the
overall system-of-systems approach. However, because the delivery of
Deepwater assets are interdependent within this acquisition approach,
schedule slippages and uncertainties associated with potential changes in
the design and capabilities of the new assets have increased the risks that
the Coast Guard may not meet its expanded homeland security
performance requirements within given budget parameters and milestone
dates.

Additional Reviews
Ongoing

Given the size of DHS and the scope of its acquisitions, we are continuing
to assess the department’s acquisition oversight process and procedures in
ongoing work. For example, we are currently reviewing DHS's use of
contractors to provide management and professional services, including
the roles they are performing and how their performance is overseen. In
addition, the conference report to the Department of Homeland Security
Appropriations Act for Fiscal Year 2007 directed DHS’s Chief

2 Coast Guard Suspends Converted Patrol Boat Operations, November 30, 2006, U.S.
Coast Guard, Office of Public Affairs.

“H.R. Conf. Rep. No. 109-699, at 118 (2006).
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Procurement Officer to develop a procurement oversight plan, identifying
necessary oversight resources and how improvements in the department’s
performance of its procurement functions will be achieved. We have been
directed to review the plan and provide our observations to congressional
committees. We are also reviewing the depamngnt’s use of performance-
based acquisitions.

We will also continue to review Deépwater implementation and contract
oversight. We are currently reviewing aspects of the Deepwater program
for the House and Senate Appropriations Commiittees’ Subcommittees on
Homeland Security.* Qur objectives are to review (1) the status of the
development and delivery of the major aviation and maritime assets that
comprise the Coast Guard's Deepwater program; (2) the history of the
contract, design, fielding, and grounding of the converted 123-foot patrol
boats and operational adjustments the Coast Guard making to account for
the removal from service of the 123-foot patrol boats; and (3) the status of
the Coast Guard’s implementation of our 2004 réecormmendations on
Deepwater contract management for improving Deepwater program
management, holding the prime contractor accountable for meeting key
program goals, and facilitating cost control through competition. We will
share our results with those committees in April of this year.

Concluding
Observations

Due to the complexity of its organization, DHS is likely to continue to face
challenges in unifying the acquisition functions of its components and
overseeing their acquisitions—particularly those involving large and
complex investments. Although the Coast Guard has taken actions to .
improve its management of the Deepwater program and oversight of the
system integrator, problems continue to emerge as the program is
implemented. DHS and the Coast Guard face the challenge of effectively
managing this program to obtain desired outcomes while making decisions
that are in the best imterest of the taxpayer. Given its experience with
Deepwater, the department would be wise to apply lessons learned to its
other major, compiex acquisitions, particularly those involving a system
integrator. .

* This work is based on Conference Committee Report language (H.R. Conf. Rep. No. 108-
699, at 118 (2006)) incorporating GAO reporting provisions contained in a House
Appropriations Committee Report (H.R. Rep. No. 109476, at 15 (2006)).
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Mr. Chairman, that concludes my statement. I would be happy to respond
to any guestions you or other Members of the Cormmittee may have at this

time.

For information about this testimony, contact Steve Caldwell at (202) 512~
Contacts and 9610 or John Hutton at (202) 512-7773, Other individuals making key
Acknowledgements contributions to this testimony include Michele Mackin, Christopher

Conrad, and Adam Couvillion.
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Chairman WAXMAN. Thank you very much, Mr. Walker. I share

your concerns and we will continue to look at the picture as well.
Mr. Skinner.

STATEMENT OF RICHARD SKINNER

Mr. SKINNER. Good morning, Mr. Chairman and members of the
committee.

Before I go into details, there are a couple of points I would like
to note, and they are also things that members of the committee
have also raised in their opening statements.

First of all, people have to understand when the Department was
stood up in March 2003, it was shortchanged. On one side of the
ledger it acquired entire operational assets and programs of 22 dis-
parate agencies. On the other side of the ledger it did not acquire
a proportionate share of the acquisition management assets needed
to support those programs and operations.

To compound matters, DHS was asked or was required—the ac-
quisition management function was asked to service whole new
components that were stood up as a result of the creation of the
Department of Homeland Security. For example, the Science and
Technology Directorate, the Intelligence Analysis Directorate, and
the Infrastructure Protection Directorate.

The Government’s greatest exposure to fraud, waste, and abuse
is undoubtedly in the area of procurement. As already pointed out
by members of this committee, the problem is not a new one; it
dates back to the Federal Government’s nearsighted policies of the
early 1990’s to reduce the Federal work force. While acquisition
management capabilities were being downsized, the procurement
workload was on the rise.

This phenomenon is most profound within DHS, the Department
of Homeland Security, where reliance on the private sector is criti-
cal. Forty percent of the Department’s budget in year 2006 was
spent on contracts, $16 billion. The Department, in essence, how-
ever, is in a catch—22. The urgency of its mission demands rapid
pursuit of major investment programs; it cannot wait until its ac-
quisition management infrastructure is in place or fully staffed.
And, without a systems command or a program management capa-
bility to provide managers with expertise, business processes and
tools, DHS’s large, complex performance-based contracts, such as
Deepwater and SBInet, are at risk of cost overruns, delayed deliv-
ery schedules, poor performance and, yes, waste.

DHS recognizes these problems and is acting aggressively to cor-
rect them. However, many of these corrective measures will take
time, such as building a procurement work force to manage the De-
partment’s massive workload. Until this is accomplished, DHS
needs to proceed with caution and take advantage of all the tools
at its disposal to mitigate risk and avoid future problems.

I am sure you will hear from the next panel about the pre-
cautions and plans that the Department’s Procurement Office, the
Coast Guard, and the Customs and Border Security Office are tak-
ing or planning to take to safeguard Department’s contract dollars
in the future. Some common themes and risks that have emerged
from our audits over the past several years are the dominant influ-
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ence of expediency, poorly defined requirements, and inadequate
oversight of staffing.

With regard to Deepwater, the Department of Transportation
created in the late 1990’s to replace, modernize, and sustain the
Coast Guard’s aging and deteriorating fleet of ships and aircraft.
In June 2002, the Coast Guard awarded the Integrated Coast
Guard Systems with a 5-year term, 30-year contract to serve as the
Deepwater systems integrator.

Five months later, in February 2003, the U.S. Department of
Transportation Office of Inspector General reported that the Coast
Guard lacked sufficient management controls and capacity to over-
see the program. That was 4 years ago. The program was initiated
without the people and processes needed to manage the effort, even
with the outsourcing of program management to a systems integra-
tor. This lack of a proper foundation for the Deepwater program re-
mains a challenge to this day and, as a result, the Coast Guard has
encountered a number of challenges which have resulted in cost in-
creases, schedule delays, and reduced operational performance.

The Deepwater contract essentially empowered the contractor
with authority for decisionmaking. Therefore, the Coast Guard was
reluctant, in our opinion, to exercise a sufficient degree of authority
to influence the design and production of its own assets. Further-
more, general ambiguities in the Deepwater contract terms and
condition have compromised the Coast Guard’s ability to hold the
contractor accountable for its performance.

The Coast Guard recognizes these challenges and I can assure
you Admiral Allen takes them very, very seriously, and he has as-
sured us—and you will hear from him later today—that they will
take aggressive corrective action to turn this around.

Concerning the SBInet program, it too is a performance-based
strategy with a systems integrator to develop solutions to manage,
control, and secure the borders. The Department awarded the
SBInet systems integrator contract to the Boeing Co. in September
2006. We have been monitoring the Department’s implementation
of the SBInet program and recently provided a risk advisory with
recommendations to address weaknesses in the program. The De-
partment has agreed with our recommendation and said it is plan-
ning to pursue corrective actions.

As described in that report, our main concern about SBlInet is
that DHS embarked on a multi-million dollar acquisition project
without having laid the foundation to oversee and assess contractor
performance and cost control and schedule. Deja vu, Deepwater all
over again. Prior to the award, DHS has not properly defined, vali-
dated, and stabilized operational requirements. Moreover, until the
operational and contract requirements are firm, effective perform-
ance management and cost and schedule control are precluded.

We also reported that the Department does not have the capacity
needed to plan, oversee, and execute the SBInet program, to ad-
minister its contracts, and control cost and schedule. DHS needs to
move quickly to establish the organizational capacity to oversee,
manage, and execute the program.

Also, in all fairness, I should note that we also reported that the
SBInet program has taken steps to mitigate risk and avoid some
of the problems encountered by the Deepwater program. For exam-
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ple, unlike the Deepwater acquisition, DHS retained decision au-
thority; included contract provisions ensuring Government involve-
ment in the subcontract management or in make-or-buy decisions;
the system integrator is not necessarily the source of supply; adopt-
ed shorter contract terms which included off-ramps in the contract;
used concept demonstrations and incremental approaches before
committing to a long-term solution and investment.

I would like to conclude by saying that my office is highly com-
mitted to the oversight of these and other major acquisitions within
the Department. It is an area where we continue to focus consider-
able resources. This year, we plan to issue a report card on the De-
partment’s management of its procurement responsibilities, the
Deepwater program, the SBInet program, and FEMA’S procure-
ment program. We also plan to issue a series of reports on the De-
partment’s management of both the SBInet and the Deepwater pro-
gram.

Mr. Chairman, that concludes my remarks. I would be happy to
ﬁnswer your questions, any questions you or the Members may

ave.

[The prepared statement of Mr. Skinner follows:]
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Introduction

Good morning, Mr. Chairman and Members of the Committee. I am Richard L. Skinner,
Inspector General for the Department of Homeland Security (DHS). Thank you for the
opportunity to discuss challenges facing the department in managing major acquisitions,
such as Deepwater and SBInet,

My testimony today will address acquisition management challenges facing the
department with a focus on major systems acquisitions. I will provide highlights of the
unique management challenges facing the Deepwater and SBInet programs, and present
our plans for oversight of these programs and the department’s overall acquisition
management function.

In July 2006, my Assistant Inspector General for Audits advised this committee about
challenges the department faced in building an effective acquisition management
infrastructure. Today I will expand on those observations focusing on the department’s
capacity for managing major systems acquisition programs. The particular focus of the
committee on Deepwater and SBInet is prudent and I applaud your committee’s interest
and oversight of these two high-risk programs.

Deepwater and SBInet are inherently high-risk not only because of their scope,
complexity, and high dollar value, but also because they are essential to the department’s
mission accomplishment. As our recent reviews have shown, further increasing their risk
are the vulnerabilities stemming from the lack of acquisition management capacity.

Acqnuisition Management Challenges Across the Department

In prior years, we conducted audits and reviews of individual DHS contracts, such as the
Transportation Security Administration’s (TSA’s) screener recruiting and TSA’s
information technology services. More recently, we have completed audits relating to the
Coast Guard’s Deepwater program, the SBInet prograin, and the Federal Emergency
Management Agency (FEMA) contracting. Common themes and risks emerged from
these audits, primarily the dominant influence of expediency, poorly defined
requirements, and inadequate oversight that contributed to ineffective or inefficient
results and increased costs.

The department continues to pursue high-risk, complex, system-of-systems acquisitions
programs, such as SBInet and Deepwater. A performance-based acquisition strategy to
address the challenges of these programs is, in our opinion, a good one. Partnering with
the private sector adds fresh perspective, insight, creative energy, and innovation. It
shifts the focus from traditional acquisition models, i.e., strict contract compliance, into
one of collaborative, performance-oriented teamwork with a focus on performance,
improvement, and innovation. Nevertheless, using this type of approach does not come
without risks. To ensure that this partnership is successful, the department must lay the
foundation to oversee and assess contractor performance, and control costs and
schedules. This requires more effort and smarter processes to administer and oversee.

Page 2
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Acquisition management is not just awarding a contract, but fulfilling a mission need
through a thoughtful, balanced approach that considers cost, schedule, and performance.
The urgency and complexity of the department’s mission will continue to demand rapid
pursuit of major investment programs. In 2006, DHS spent about 40 of its budget
through contracts.

DHS must have an infrastructure in place that enables it to oversee effectively the
complex and large dollar procurements critically important to achieving the department’s
mission. While DHS continues to build its acquisition management capabilities in the
component agencies and on the department-wide level, the business of the department
goes on and major procurements continue to move. We identified significant risks and
vulnerabilities that might threaten the integrity of the department’s acquisition
management program. In general, DHS needs to improve its major acquisitions planning,
operational requirements definition, and implementation oversight.

The prerequisite for effective acquisitions, that is, obtaining the right, cost-effective
systems and equipment to accomplish the department’s missions, is program
management. Complex and high dollar contracts require multiple program managers,
often with varying types of expertise. Several DHS procurements have encountered
problems because contract technical and performance requirements were not well
defined. DHS needs more certified program managers; comprehensive department-wide
standards for program management; a strengthened investment review board process to
provide greater independent analysis and review; better defined technical requirements;
and more balance among schedule, cost, and performance when expediting contracts.
The Office of the Chief Procurement Officer recently established a program management
advisory board, established standards for certifying program managers, and promoted
program management training opportunities. The Office of the Chief Procurement
Officer is assisting program offices with acquisition planning, including templates and
one-on-one assistance.

In their transition into DHS, seven agencies retained their procurement functions,
including the United States Coast Guard, FEMA, and TSA. The expertise and capability
of the seven procurement offices mirrored the expertise and capability they had before
creation of DHS, with staff size that ranged from 21 to 346 procurement personnel. DHS
established an eighth acquisition office, the Office of Procurement Operations, under the
direct supervision of the Chief Procurement Officer, to service the other DHS
components and manage department-wide procurements. Many DHS procurement
offices reported that their lack of staffing prevents proper procurement planning and
severely limits their ability to monitor contractor performance and conduct effective
contract administration. The fiscal year 2007 DHS Appropriations Act provides over 400
additional contract specialist positions to alleviate part of the shortfall. Moreover, DHS
is planning a contracting fellows program with up to 100 entry-level positions to begin in
fiscal year 2008.

Page 3
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In addition to awarding contracts, the Office of the Chief Procurement Officer helps DHS
components adhere to standards of conduct and federal acquisition regulations in
awarding and administering contracts. This oversight role involves developing
department-wide policies and procedures, and enforcing those policies and procedures.
Both our office and the Government Accountability Office (GAO) have reported that the
Office of the Chief Procurement Officer needs more staff and authority to carry out its
general oversight responsibilities. GAO recommended that DHS provide the Office of
the Chief Procurement Officer sufficient resources and enforcement authority to enable
effective department-wide oversight of acquisition policies and procedures. We made a
similar recommendation. The DHS, in response to our December 2006 report, Major
Management Challenges Facing the Department of Homeland Security, said that it
disseminated the Acquisition Professional Management Directive to identify and certify
appropriately trained and experienced program managers, contracting officer’s technical
representatives, and authorized buying agents. It also has certified 348 program
managers since 2004, and continues to focus on qualifications and placement.

During fiscal year 2006, the Under Secretary for Management established policies for
acquisition oversight and directed each of the eight heads of contracting activities to
measure and manage their acquisition organizations. Also, the number of oversight
specialists in the Acquisition Oversight Division is authorized to expand to nine during
fiscal year 2007. The Office of the Chief Procurement Office has undertaken an outreach
program to involve DHS component staff to manage effectively and assist in acquisition
oversight. The department also chartered the Program Management Council to develop
recommendations and priorities for program management policies and requirements;
develop and promote standards and performance measures; foster best practices; and
advise on hiring, training, and professional development issues.

Deepwater Program & Challenges

The Integrated Deepwater System Program (Deepwater) is a $24 billion, 25-year
acquisition program designed to replace, modernize, and sustain the Coast Guard’s aging
and deteriorating fleet of ships and aircraft, providing a deepwater-capable fleet for 40
years. The Deepwater acquisition strategy is a nontraditional approach by which private
industry was asked to not only develop and propose an optimal system-of-systems mix of
assets, infrastructure, information systems, and people solution designed to accomplish
all of the Coast Guard’s Deepwater missions, but also to provide the assets, the systems
integration, integrated logistics support, and the program management. Under a more
traditional acquisition strategy, the government would have separately contracted for
each major activity or asset involved, such as cutters, aircraft, their logistics support,"
communications equipment, systems integration, and program management support.

In June 2002, the Coast Guard awarded Integrated Coast Guard Systems (ICGS) with an
initial 5-year contract to serve as the Deepwater systems integrator. The current base
contract expires in June 2007 and the Coast Guard may authorize up to five additional

! For example spares, repair parts, maintenance, supply support, user manuals, and operator training.
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5-year award terms. ICGS is a joint venture of Northrop Grumman and Lockheed
Martin. The 2002 award decision followed a multiyear competitive phase where two
other industry teams vied with ICGS.

In February 2003, the U.S. Department of Transportation Office of Inspector General
(DOT OIG) reported that:

o The underlying operational requirements for the Deepwater program were not stable
and, therefore, all of the program’s plans, budgets, and cost estimates were invalid.
Operational requirements changed with the increased emphasis on presence-based
missions, secure communications, rapidly deploying response teams, and other needs.
A further source of instability was uncertainties about the mix and number of assets
needed to meet post-September 11* requirements, the increasingly deteriorated
condition of the fleet from high operating tempos, and congressional calls to
accelerate the program.

a The Coast Guar’s management controls and capacity to oversee the program were not
in place. The program was initiated without the people and processes needed to
manage the effort, even with the outsourcing of program management support to
ICGS. Specifically, the necessary staffing, business processes, information systems,
earned value management systems, integrated product development processes and
teams, and support arrangements were not in place.2 Also, an acquisition program
baseline of cost, schedule, and technical performance measures had not been set,
although tunding constraints were known and ICGS had laid out a notional program
in its winning proposal. The DOT OIG also warned that information system support
and defined business processes for the new program office were not in place to
document the basis for decisions that future program-and contracting officials would
need to know.

The Coast Guard acknowledged some of the concerns, and identified actions underway to
redress them, but decided that the number of staff assigned was adequate.

Establishing the proper foundation for the Deepwater program remains a challenge the
Coast Guard and ICGS have not been able to overcome. The Coast Guard has
encountered a number of similar challenges in executing its Deepwater Acquisition
program, despite the expenditure of more than $3 billion over 4 years. Our reviews have
identified the difficulties the program has encountered, which have resulted in cost
increases, schedule delays, and reduced operational performance. This applies to both
the Deepwater surface and air domains, and the Command Control Communications,
Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) Systems. For
example, we identified management deficiencies and inadequate technical oversight
related to the acquisition of the National Security Cutter. In this case, the Coast Guard
did not exercise sufficient oversight authority of the contract with Integrated Coast Guard
Systems to address design deficiencies. Consequently, the National Security Cutter
(NSC) acquisition is expected to cost more than originally planned and the cutters may be

? Such as an agreement with Defense Contract Management Agency for contract administration support.
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subject to operational limitations that affect the ability of the Coast Guard to execute its
Deepwater mission.

Reviews of Deepwater assets revealed problems with the definition and clarity of
operational requirements, contract requirements and performance specifications, and
contractual obligations. For example, from our review of the NSC, we reported the Coast
Guard and the American Bureau of Shipping (ABS) jointly developed standards that
would govern the design, construction, and certification of all cutters acquired under the
Deepwater Program. These standards were intended to ensure that competing industry
teams developed proposals that met the Coast Guard’s unique performance requirements.
Prior to the Phase 2 contract award, the Coast Guard provided these design standards to
the competing industry teams. Based on their feedback, the Coast Guard converted the
majority of the standards (85% of the 1,175 standards) to guidance and permitted the
industry teams to select their own alternative standards. Without a contractual
mechanism in place to ensure that those alternative standards met or exceeded the
original guidance standards, the competing teams were allowed to select cutter design
criteria.

In our review of the Helicopter Interdiction Tactical Squadron (HITRON) acquisition, the
MH-68A aircraft did not fully meet performance requirements or operational needs for
endurance, power, and maneuverability as set in the 2003 contract. In order to provide
uninterrupted operations with the MH-68A, the Coast Guard modified the performance
requirements from the 2003 contract, both omitting and decreasing requirements in the
2005 contract, so that the current MH-68A aircraft could meet the reduced contract and
mission requirements.

Another example of weakness in translating operational requirements into contract
requirements is the video surveillance system for the 123" Island Class Patrol Boat. The
performance specifications the Coast Guard included in the Deepwater contract specified
only that a video surveillance system be installed. It did not state the number of cameras
to be installed or a requirement that the system provide 360-degrees of coverage. As a
result, the installation consists of a four-camera system with coverage gaps that meets
minimum Deepwater contract requirements but may not meet all the 123" Patrol Boat’s
surveillance and security requirements.

Management and Oversight Capacity, Weaknesses in Coast Guard execution and
program oversight of the Deepwater contract were revealed during several different
audits, including reviews of the NSC, the 123' Island Class Patrol Boat, HITRON, and
C4ISR systems. These deficiencies, in several instances, resulted in the development of
assets that do not meet all contractual requirements or Coast Guard mission needs.
Common causes for insufficient program oversight and execution include lack of
resources, staff capacity, and the ability and willingness to hold the contractor
accountable for ensuring sufficient contract performance. For example, from our NSC
audit, we reported weaknesses in the Coast Guard’s oversight processes and controls,
which left the program office either unwilling or unable to prevent the contractor from
focusing on reinterpreting aspects of the performance specifications rather than working
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to meet performance requirements. Additionally, serious structural design concerns
raised by the Coast Guard’s in-house technical experts were not resolved in a timely
manner. As a result, the first two cutters were produced despite known design concerns.
Furthermore, the lack of supporting documentation for key program-decisions puts the
Coast Guard at a disadvantage during critical contract negotiations and calls into question
Coast Guard stewardship of public resources. The audit of the C4ISR systems revealed
that the Coast Guard did not have sufficient resources to carry out effective oversight of
the contract to install the desired systems nor adequate user training or IT support.

Additionally, the route the Coast Guard took to outsource program management to the
systems integrator has presented challenges in implementation. The Deepwater contract
essentially empowered the contractor with authority for decision-making. Therefore, the
Coast Guard was reluctant to exercise a sufficient degree of authority to influence the
design and production of its own assets. Specifically, under the contract ICGS was the
Systems Integrator and assigned full technical authority over all asset design and
configuration decisions; while the Coast Guard's technical role was limited to that of an
expert "advisor." However, there is no contractual requirement that the Systems
Integrator accept or act upon the Coast Guard's technical advice, regardless of its proven
validity. Further, as the primary management tool for the Coast Guard to contribute its
input on the development of Deepwater assets, the effectiveness of the contractor-led
Integrated Product Teams (IPTs) in resolving the Coast Guard’s technical concerns has
been called into question by both the GAO and the OIG. As a result, key Deepwater
assets, such as the National Security Cutter, have moved into the production phase with
significant design and performance concerns intact.

Ineffective business processes and controls were evident from our reviews as well, For
example, regarding the NSC, although the Coast Guard and ABS initially specified a
certifying agent for each standard to ensure that all cutters would be objectively evaluated
for compliance, the Coast Guard ultimately allowed the competing industry teams to
determine the certifying entity for any non-ABS standards it selected and, to the extent
that it was permitted, the contractor elected to self-certify compliance with these
standards. This decision is not only in sharp contrast to the intended role of the an
independent certifying authority as provided in the Deepwater contract, but also
eliminated an oversight tool for ensuring the cutter designs developed under the
Deepwater program would meet both contractor and Deepwater mission performance
requirements.

General ambiguities in the Deepwater contract’s terms and conditions have compromised
the Coast Guard’s ability to hold the contractor accountable by creating situations where
competing interpretations of key provisions exist. For example, the performance
specifications associated with upgrading the information systems on the Coast Guard’s
123' Island Class Patrol Boats did not have a clearly defined expected level of
performance. In our review of the HITRON acquisition, we determined that a similar
lack of clarity in the asset’s contractual performance requirements challenged the Coast
Guard'’s ability to effectively assess contractor performance. On the NSC acquisition,
while the Coast Guard admits that the cutter’s performance specifications contain “minor
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ambiguities,” these ambiguities open the door to allow the contractor to focus its energy
on reinterpreting the NSC’s performance requirements to accommodate the ship’s current
design rather than on designing the ship to meet its stated performance capability.

Similar issues were previously identified related to the 110-foot patrol boat conversion
project. This project was curtailed at eight cutters due to design, construction,
performance, and cost concerns. In December, the Coast Guard decided to take the eight
converted cutters out of service due to structural design deficiencies. In response to these
challenges, the Coast Guard accelerated plans to design, construct, and deploy the
composite Fast Response Cutter by more than 10 years as a replacement for the 110-foot
patrol boat. However, an independent analysis has confirmed that the Fast Response
Cutter design is outside patrol boat design parameters; i.e., too heavy, too overpowered,
and not streamlined enough to reduce resistance. These concerns led to the Coast
Guard’s April 2006 decision to suspend work on the Fast Response Cutter until these
issues could be resolved or an alternative commercial off-the-shelf design identified.

In the Deepwater air domain, the HH-65C helicopter and unmanned aerial vehicle
acquisitions have encountered schedule delays and cost increases. These Deepwater
design, construction, performance, scheduling, and cost issues are expected to continue to
present significant challenges to Coast Guard Deepwater Program in the future.

The Coast Guard recognizes these challenges and is taking aggressive action to
strengthen program management and oversight—such as technical authority designation;
use of independent, third party assessments; consolidation of acquisition activities under
one directorate; and redefinition of the contract terms and conditions, including award fee
criteria. Forthermore, and most importantly, the Coast Guard is increasing its staffing for
the Deepwater program, and reinvigorating its acquisition training and certification
processes to ensure that staff have the requisite skills and education needed to manage the
program. The Coast Guard is also taking steps to improve the documentation of key
Deepwater related decisions. These steps should go a long way in improving the
management and oversight of the Deepwater Program as it moves forward.

SBInet Program & Challenges

In the fall of 2005, the White House and the department announced the Secure Border
Initiative (SBI), a comprehensive multiyear effort to secure the borders and reduce illegal
immigration, which included a U.S. Immigration and Customs Enforcement-led plan to
increase and improve the apprehension, detention, and removal of illegal aliens; a U.S.
Citizenship and Immigration Service-led plan for expanding the guest worker program
and streamlining immigration benefits processes; and a U.S. Customs and Border
Protection (CBP)-led program to gain control of the Nation’s land borders. This DHS
program, referred to as SBInet, is intended to improve border control operations,
deploying more infrastructure and personnel with modernized technology and tactics.

The objective of SBInet is to develop solutions to manage, control, and secure the borders
using a mix of proven, current and future technology, infrastructure, personnel, response
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capability, and processes. SBlnet is a new-start major acquisition program that replaces
and expands upon two previous efforts to gain control of the borders: the Integrated
Surveillance Intelligence System (ISIS) and the America’s Shield Initiative (ASI).

The department recognized that differences in the geography and conditions among
sectors of the border require a different mix of technology, infrastructure, and personnel.
Therefore, the department selected a performance-based acquisition strategy that solicited
solutions from industry, and then selected a systems integrator to develop solutions to
manage, control, and secure the borders. The department awarded the SBInet systems
integration contract to the Boeing Company in September 2006.

The department awarded an indefinite delivery, indefinite quantity contract, leaving the
work tasks and deliverables largely undefined until the government negotiates a specific
delivery task order. The contract base period is 3 years with three 1-year options. The
initially awarded task was for Boeing to provide and integrate equipment to achieve
operational control of a segment of the border near Tucson, Arizona, by June 2007.

We have monitored the initiation of the SBInet program and provided a risk advisory
with recommendations to address observed weaknesses in the program. The department
was fully interactive and responsive during our SBInet review, agreed to our
recommendations, and is planning and pursuing corrective actions. However, the SBI
procurement continues to present a considerable acquisition risk because of its size and
scope.

Our main concern about SBInet is that DHS is embarking on this multibillion-dollar
acquisition project without having laid the foundation to effectively oversee and assess
contractor performance and effectively control cost and schedule. DHS has not properly
defined, validated, and stabilized operational requirements and needs to do so quickly to
avoid rework of the contractor’s systems engineering and the attendant waste of resources
and delay in implementation. Moreover, until the operational and contract requirements
are firm, effective performance management, and cost and schedule control are
precluded. As acknowledged in our report, the department took actions to mitigate risk
during the course of our review and is planning further actions to establish an effective
performance management system for SBInet.

We also reported that the department does not have the capacity needed to effectively
plan, oversee, and execute the SBInet program; administer its contracts; and control costs
and schedule. The department’s acquisition management capacity lacks the appropriate
work force, business processes, and management controls for planning and executing a
new-start, major acquisition program such as SBInet. Without a preexisting professional
acquisition workforce, Customs and Border Protection has had to create staffing plans,
locate workspace, and establish business processes, while simultaneously initiating one of
the largest acquisition programs in the department. DHS needs to move quickly to
establish the organizational capacity to properly oversee, manage, and execute the
program.
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While the department has taken steps to establish adegnate oversight of this contract, we
see risks similar to those occurring in other DHS acquisitions where contract
management and oversight has failed. Prior to award of the SBInet contract, the
department did not lay the foundation to oversee and assess contractor performance, and
control costs and schedule of this major investment.

Management and Oversight Capacity. The department’s acquisition management
capacity lacked the appropriate work force, business processes, and management controls
for planning and executing a new-start major acquisition program such as SBInet.
Without a preexisting professional acquisition workforce, CBP had to create staffing
plans, locate workspace, and establish business processes, while simultaneously initiating
one of the largest acquisition programs in the department. At the time of the contract
award, the organizational structure was in flux and key positions were still being
identified and filled.

The emerging organization proposed 252 positions; however, it is unclear whether that
organization will be up to the challenges ahead. Staffing the SBInet program office has
been a critical problem for the department. We identified other specific management
oversight risks at the time the award:

O Whether organizational roles and functions will be assigned appropriately for
employees and contractors. While contractors are appropriate for support
services, only federal employees should perform inherently governmental
functions.” The emerging organizational structure identified 65% of the 252
positions as contractors. This appears excessive for the management control
environment that will be needed for such a large, complex acquisition.

o  Whether the staff will have the appropriate qualifications and necessary
training in acquisition management, as well as the right skill mix. A question
remains whether the emerging organizational structure will adequately
provide for the use of integrated product teams, as required by OMB capital
budgeting regulations.*

o How workforce turnover and fluctuations will be managed. As a stopgap
measure, CBP is detailing agents and other staff on temporary assignment to
identify and perform tasks for which they are not experienced or trained. The
program office had no clear plan for replacing the detailees and transferring
their institutional knowledge. Without turnover procedures and
documentation of decisions and deliberations, new personnel could be at a
disadvantage in managing implementation.

* OMB Policy Letter 92-1 and Circular A-76 describe inherently governmental functions as those so
intimately related to the public interest as to mandate performance by government employees.

* OMB Circular A-11 requires use of Integrated Product Teams (IPTs). IPTs bring a variety of functional
disciplines to the task, ensuring full consideration of perspectives in making program decisions, so that the
potential impacts are identified and trade-offs understood. At issue for SBInet is whether the appropriate
mix of technical and business disciplines, such as engineers, logisticians, contracting officers, and cost
analysts will be available to staff the IPTs.
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Additionally, the investment review processes required by department directive’ were
bypassed, and key decisions about the scope of the program and the acquisition strategy
were made without the prescribed review and analysis or transparency. The department
has since moved toward completing these reviews. The department’s Investment Review
Board and Joint Requirements Council provide for deliberative processes to obtain the
counsel of functional stakeholders.

Operational Requirements. Until the department fully defines, validates, and stabilizes
the operational requirements underlying the SBlInet program, the program’s objectives
are at risk and effective cost and schedule control are precluded.

The department deferred fully defining operational requirements until after award of the
systems integration contract. In selecting the systems integrator, the department used a
broad statement of objectives as part of its acquisition strategy in order to allow industry
to be creative in its solutions and, consequently, deferred setting contract requirements,
including performance metrics, until delivery task order negotiations.

While the SBInet broad statement of objectives is an appropriate algorithm® for
encouraging the systems engineering desired, success in accomplishing this macro
algorithm cannot be practically measured. By not setting measurable performance goals
and thresholds, the government was at increased risk that offerors would rely on
unproven technologies and high-risk technical solutions that would delay implementation
or be unaffordable.

To mitigate this risk, the solicitation asked for solutions that used commercial off-the-
shelf and government off-the-shelf solutions, even as the department publicly encouraged
use of high-risk, developmental items, such as unmanned aerial vehicles. Also, the
department aggressively pursued Quality Assurance Surveillance Plans and included
Earned Value Management requirements as part of the proposals to mitigate this risk.
However, it remains to be seen whether the contractor’s quality assurance plan will
satisfy the department’s needs or whether the department’s criteria for gauging program
success is sufficient to evaluate the contractor’s performance. To control this risk, the
department needs to refine, validate, and set stable operational requirements for SBInet,
enabling the program office to define and set contract requirements in task order
negotiations, including the performance metrics needed to ensure accomplishment of the
program’s objectives.

At the time, the department also needed to define and document the underlying
operational requirements, i.e., translating mission needs, describing shortcomings with

° DHS Management Directive 1400, Investment Review Process

¥ The macro algorithm is to “detect entries, identify and classify, respond, resolve.” The SBInet system is to
detect entries when they occur; identify what the entry is; classify its level of threat (who are they, what are
they doing, how many, etc.); effectively and efficiently respond to the entry; and bring the situation to the
appropriate law enforcement resolution (apprehension, interdiction, transport to interdiction processing
point, etc.).
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the status quo systems and tactics, setting thresholds and objectives for key performance
parameters including affordability, and prioritizing among competing needs and
conflicting goals. Without operational requirements, the department will not have a
common understanding of what it is to be accomplished, and program managers will not
have the guidelines needed to balance competing objectives in cost, schedule, and
performance objectives through the life of the program. Furthermore, until operational
requirements are fully defined and validated, providing firm support and validated
assumptions for the program’s cost estimates, the credibility of budget estimates is
undermined.

The department took steps during the competition for the systems integration contract to
compensate for the lack of fully defined, validated, stabilized, and documented
requirements. While the participating DHS and CBP officials had a strong sense of the
underlying operational requirements they expected the SBInet program to fulfill, such an
understanding was not reduced to writing and conveyed to others. However, the
department provided industry with a library of documents and videos that describe
mission goals, current operations, and desired improvements over current operations.
Also, the department conducted an extensive “due diligence” process and held oral
presentations and question-and-answer sessions with the competitors to exchange
information. Additionally, the department developed a structure to frame analysis of the
offerors’ approaches. The department then modified the solicitation, requiring offers to
be mapped to this structure; thereby clarifying proposed approaches, assumptions, and
costs and facilitating comparisons. Eventually, this work breakdown analysis should
facilitate comparison of the winning industry approach to the validated operational
requirements.

However, unti] the operational requirements are validated and stabilized, the SBInet
program will be vulnerable to changing direction. Changing the program’s direction will
likely require contract changes and equitable adjustments; rework of the contractor’s
planning, management, and systems engineering efforts; and add cost and delay.

With firm requirements, the program office can and should move quickly to implement
performance management processes. A deferred, but critical, first step in establishing
control of cost, schedule, and performance is the setting of an “acquisition program
ba